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Summary 

Global commodity flows and regulatory framework relating to critical raw materials (CRMs), 

and battery raw materials in particular, are high on the European economic and political 

agenda. Companies are also facing increased pressure to responsibly extract, process and 

source geological raw materials. This is driven in part by, for example, the European Union 

Battery Regulation and European Union Directive on Corporate Sustainability Due 

Diligence. As a consequence, certification schemes, transparent and secure traceability, and 

decentralised confidential data handling will become imperative. In this context, the 

MaDiTraCe (Material and Digital Traceability for the Certification of Critical Raw Materials, 

CRM) project has been commissioned by the European Union. 

MaDiTraCe, formally launched in Paris in January 2023, is a 36-month European Union 

project funded through the Horizon Europe Programme. The project aim is to reinforce the 

transparency, traceability, and sustainability of complex supply chains of CRMs including 

cobalt, lithium, natural graphite and rare earth elements. Notably, these supply chains are 

associated with batteries for electric vehicles and permanent magnets for wind turbines. 

There are 14 partners, from 7 countries, involved in the project. MaDiTraCe has a principal 

focus on the development of integrated technological solutions for the traceability and 

certification of CRMs into a digital passport. It is anticipated these solutions may prove the 

provenance and traceability of CRMs to comply with existing regulations and future 

European Union policies. 

The tracking of minerals and commodities using artificial fingerprinting techniques and the 

potential use of 3D printed tracer particles technology, forms part of the MaDiTraCe Work 

Package 2. This report provides a review of existing artificial fingerprinting and 3D printing 

technology, and the potential for the development of an artificial taggant particle (ATP). 

ATPs (also referred to in this report as ‘artificial taggants’ or simply ‘taggants’) were originally 

developed in the 1970s as an additive in explosives for the purposes of tracking. Since then, 

the technology has advanced significantly. A range of different ATPs are now commercially 

available for tracking items of value, anti-counterfeiting and monitoring. Typically, these are 

applied to currency, clothing, pharmaceuticals, chemicals, drugs, explosives, vehicles and 

watches.  

To-date, ATPs have not been reported to be widely used for the tracking of minerals and 

metals commodities. Taggant technology is variable and complex, based largely on 

spectroscopic or electrical characteristics. These include: inks and dyes, micron-sized SU8 

(epoxy-based negative photoresist) barcodes, cadmium selenide (CdSe), quantum dots 

(QDs) deposited onto sunflower pollen grains, silicon-based photonic crystal, inks with 

dispersed CdSe spheres, gold nanoparticles (AuNPs), silver nanoparticles (AgNPs), oxidised 

indole derivative on silicon nanoparticles (SiNPs), lanthanum-doped up-conversion 

nanoparticles (UCNP), physical unclonable functions (PUF) keys, carbon nanotubes (CNTs) 

and deoxyribonucleic acid (DNA). Further experimental work is also recommended on 

existing artificial taggant particles, including for example, Micrcotaggant Identification 

Particles (MIP®) produced by Microtrace Solutions, USA and artifical taggant particles 

produced by Tailorlux GmbH, Germany.  

Unfortunately, during this review, there were no existing artificial taggants that were found 

to be directly applicable to MaDiTraCe materials. This was principally due to the inclusion 
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of components that may not be acceptable to the minerals and metals industries, insufficient 

data or complex and impracticable detection procedures. Potentially, silicon from 

gramineae plants and PUF keys warrant further experimental research investigations.  

Essentially, the development of a new and innovative ATP is therefore required. This new 

taggant should be inert, free from penalty metals and components that are forbidden or 

restricted in the minerals and metals industries, possess a high encoding capacity, non-

toxic, non-radioactive and, easily and cost-effectively detectable. As part of this review 

stage, a questionnaire was developed and will be provided to players within the mining, 

minerals and metals industry to help guide the properties and acceptable components of 

ATPs. 

A moderate amount of research has been carried out into the use of 3D printing both for 

producing objects for tracing, and for tracing 3D printed objects themselves. Some of these 

incorporate existing artificial taggant particles (e.g., quantum dots and various 

nanoparticles), while others rely on the properties of either the printing process or the 

materials being printed with. A wide range of materials or composites is possible, and many 

of the 3D printing methods allow considerable freedom of design with regards to both 

internal and external shape. In the context of MaDiTraCe, incorporating existing taggant 

technologies into 3D printed particles would allow control over particle shape. It would also 

allow partial control over the materials used, in accordance with the requirements outlined 

above. This would in turn enable experiments on particle dispersion to move beyond 

existing taggant particle shapes, which were not designed for the purposes of artificial 

fingerprinting of lithium-ion batteries and rare-earth magnet supply chains. 

Keywords 

Artificial Fingerprinting, Artificial Taggant Particles, Critical Raw Materials, Li-ion Battery 

REE-magnet Traceability, Tracking, Tracers, 3D Printing. 

Abbreviations and Acronyms 
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AuNP Gold nanoparticle 

CAM Cathode active material 
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CdS Cadmium sulphide 
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CNT Carbon nanotube 
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CRM Critical Raw Material 
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LIB Lithium-ion battery 
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LiOH Lithium hydroxide 

LiPF6 Lithium hexafluorophosphate 
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LREE Light rare earth element 

LSM Large-scale mining 

LSPR Localised surface plasmon resonance 

LUMO Lowest occupied molecular orbital   

MFP Material fingerprinting 

MIP Microtaggant® Identification Particle  

MSP Mixed nickel-cobalt sulphide product 

NC Nanocrystal 

NIR-VIS Near infrared and visible 

NdFeB Neodymium-iron-boron 

NP Nanoparticle 

NPL Nanoplatelet 

NR Nanorod 

OECD Organisation for Economic Co-operation and Development  

OEM Original equipment manufacturer 

PA Nylon (also known as polyamide) 

PC / PC-ABS Polycarbonate / Polycarbonate ABS alloy 
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Pdots Polymer dots   

PE Polyelectrolyte 

PEEK Polyether ether ketone 

PET (PETG) Polyethylene terephthalate 

PETMP Pentaerythritol tetra (3-mercaptopropionate) 

PLA Polylactic acid 

PLQE Photoluminescence quantum efficiency 

PMMA Polymethyl methacrylate 

PP Polypropylene 

PUF Physical unclonable function   

PVP Polyvinylpryyolidone 

QD Quantum Dot 

QR Quick response 

REE Rare earth element 

RET Resonance energy transfer 

RFID Radio-frequency identification (also known as RFIT) 
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RFIT Radio frequency identification tag (also known as RDID) 

RI Refractive Index 

RNA Ribonucleic acid  

RNAi RNA interference 

SAPC Self-assembled photonic crystal   

SEM Scanning electron microscopy 

SERS Surface Enhanced Raman Scattering 

SiNP Silicon nanoparticle 

SNR Signal to noise ratio 

SPR Surface Plasmon Resonance 

TCSPC Time correlated single photon counting   

TMPMP Thiol monomers such as trimethylolpropane tris (3-mercaptopropionate) 

TPE Thermoplastic elastomers 

TPP Two-photon polymerization 

TRL Technology readiness level 

UC Upconversion 

UCNP Upconversion nanoparticle 

UDMA Urethane dimethacrylate 

UNODC United Nations Office on Drugs and Crime 

WAAM Wire arc additive manufacturing 

X-CT X ray computed tomography 

Symbols 

Symbol Description 

3D Three-dimensional 

ppm Parts per million 

μm Micrometre (also known as micron) 

wt% Weight percent 

~ Approximately 

® Registered trademark 

 

Definitions 

Adulteration 
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Also known as ‘salting’, adulteration is the wilful and premeditated tampering of all, or an 

amount of a material or product, by adding material of a higher or lower standard, quality, 

or value, without the other party’s knowledge or consent. 

Anti-stokes 

Anti-Stokes lines correspond to photons with higher energy compared to the incident 

photon. 

Artificial taggant particles 

Small, usually micron-size artificially developed physical taggants or particles. 

Autofluorescence 

Autofluorescence (primary fluorescence) is the fluorescence of naturally occurring 

substances, such as chlorophyll, collagen and fluorite. Most plant and animal tissues show 

some autofluorescence when excited with ultraviolet light (e.g., light of wavelength around 

365 nm). 

Background autofluorescence 

The natural emission of light by molecules that increase during enhanced cellular 

metabolism. 

Base metals 

Naturally occurring metals such as copper, zinc, lead and nickel that are more readily 

available and less expensive than precious metals, such as gold. Base metals tarnish, oxidise 

or corrode relatively quickly when exposed to air or moisture. 

Blockchain 

Digital technology that allows for data to be validated and subsequently stored as an 

immutable ‘block’ on a collectively owned and decentralised database, every block being 

validated based on previous blocks, making it very difficult to alter. Blocks are validated 

either by an algorithm or a third party in the field. 

Cationic exchange 

Cation exchange is where one cation is substituted for one or more other cations.  

Chain of custody 

The custodial sequence that occurs as ownership or control (physical or administrative) of 

the material supply is transferred from one custodian to another in the supply chain. 

Critical Raw Materials 

Critical Raw Materials (CRMs) are raw materials that are considered essential in the modern-

day economy, and often clean technologies, with however a relatively high supply risk.  

Fluorescence  

Materials emitting optical radiation for the duration of light energy incident on it.  
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Fluorometry  

The measurement of emitted fluorescent light. 

Functional materials  

Materials with discrete characteristics and functions.  

Gramineae 

A large and nearly ubiquitous family of monocotyledonous flowering plants commonly 

known as grasses. It includes the cereal grasses, bamboos and the grasses of natural 

grassland and species cultivated in lawns and pasture. 

Heterostructures 

Semiconductor structure in which the chemical composition changes with position. The 

simplest heterostructure consists of a single heterojunction, which is an interface within a 

semiconductor crystal across which the chemical composition changes. 

Illegal Mining 

Illegal mining is mining activity that is undertaken without state permission, in particular in 

absence of land rights, mining licenses, and exploration or mineral transportation permits. 

Illicit Minerals 

Illicit minerals are forbidden by laws, rules and customs, but may not necessarily be illegal. 

Indole 

An aromatic, heterocyclic, organic compound (C8H7N) with a bicyclic structure, consisting 

of a six-membered benzene ring fused to a five-membered pyrrole ring. Indole is widely 

distributed in nature and can be produced by a variety of bacteria. 

Integrity 

The quality of a sample or seal being whole and complete. 

Lanthanide doped nano-particles 

Exhibit unique luminescent properties, including tunable luminescence emission, narrow 

emission width, excellent optical stability, and long lifetimes from micro- to milli-seconds. 

Ligand 

A ligand is an ion or molecule which donates a pair of electrons to the central metal atom 

or ion to form a coordination complex. The word ligand is from Latin, which means “tie or 

bind”. Ligands can be anions, cations, and neutral molecules. 

Ligand field 

In ligand field theory, the various d orbitals are affected differently when surrounded by a 

field of neighbouring ligands and are raised or lowered in energy based on the strength of 

their interaction with the ligands. 

 

https://en.wikipedia.org/wiki/Family_(biology)
https://en.wikipedia.org/wiki/Monocotyledon
https://en.wikipedia.org/wiki/Flowering_plant
https://en.wikipedia.org/wiki/Cereal
https://en.wikipedia.org/wiki/Bamboo
https://en.wikipedia.org/wiki/Grassland
https://en.wikipedia.org/wiki/Lawn
https://en.wikipedia.org/wiki/Pasture
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Magnesiothermic reduction 

This reduction entails the reaction of magnesium with silica resulting in an interwoven 

composite product of magnesia (MgO) and silicon. 

Metallic nanoparticles 

Submicron scale artefacts made of pure metals (gold, silver, titanium, zinc, platinum, cerium, 

iron, thallium) or their compounds (oxides, hydroxides, sulphides, phosphates, etc). 

Microdots 

Small polymer discs 2-1000 µm in size.  

Micronizing 

To pulverize extremely fine. 

Nano-photonics (Nano-optics) 

The study of the behaviour of light on the nanometre scale, and the interaction of 

nanometre-scale objects with light. 

Oligonucleotide 

Short, single or double-stranded DNA or RNA molecules, and include antisense 

oligonucleotides (ASO), RNA interference (RNAi), and aptamer RNAs. ASO and RNAi 

oligonucleotides are intended mainly for modulating gene and protein expression. 

Optoelectronic  

The study and application of light-emitting or light-detecting devices, a sub-discipline of 

photonics. Photonics refers to the study and application of the physical science of light. 

Outer ligand field  

One of several theories that describe the electronic structure of coordination or complex 

compounds, notably transition metal complexes, which consist of a central metal atom 

surrounded by a group of electron-rich atoms or molecules called ligands. 

Particle 

A small, localized grain or fragment, which can be ascribed several physical or chemical 

properties, such as volume, density, or mass.  

Penalty Elements 

Penalty elements may change the physical properties of material and impede the proper 

operation of the smelting facility.  

Phononic energy 

Quantum of vibrational mechanical energy. 

Photoacoustic effect 

When a material generates sound waves on interaction with light waves.  

Photobleaching  



D2.1 A Review of Artificial Fingerprinting and 3D Printing for the Potential 
Tracking of Minerals in Complex Supply Chains  

18 

Photochemical alteration of chemical compounds to change their ability to fluoresce. 

Photochromism  

Defined as a reversible transformation of a chemical species between two isomers upon 

photoirradiation. 

Photolithography 

Manipulating light to etch desired features onto a surface by transferring the pattern onto a 

mask on the surface, then etching away the areas of the surface unprotected by the mask. 

Photonic nanocrystals 

Artificial structures with periodically modified refractive index, where the optical modulation 

of light propagation is realized by diffraction and refractive index contrast in one, two, or 

three spatial dimensions respectively 

Photoluminescence quantum efficiency  

The number of photons emitted per absorbed photons of the excitation source. 

Photonics  

Science of light waves. 

Photostability  

Testing of exposure to solar light/UV/visible light in solid, liquid and semisolid state to 

observe any physical/chemical changes. 

Photothermal  

Of or concerned with light and heat, especially the production of heat by light. 

Piezoelectricity 

Refers to the accumulation of electric charge in some solids (such as crystals and ceramics). 

Polymer dots 

Semiconducting polymer dots (Pdots) are a type of conjugated polymer (CP) nanoparticle 

with highly advantageous fluorescence properties and a growing breadth of applications in 

bioanalysis and imaging. Exceptional brightness is an advantage of Pdots. 

Quantum Dots 

Also called semiconductor nanocrystals, are semiconductor particles a few nanometres in 

size, having optical and electronic properties that differ from those of larger particles as a 

result of quantum mechanics.  

Quantum heterostructures 

Heterostructure in a substrate, where size restricts the movements of charge carriers forcing 

them into a quantum confinement. This leads to formation of a set of discrete energy levels 

at which the carriers can exist. 

 

https://en.wikipedia.org/wiki/Semiconductor
https://en.wikipedia.org/wiki/Nanometre
https://en.wikipedia.org/wiki/Light
https://en.wikipedia.org/wiki/Electronics
https://en.wikipedia.org/wiki/Quantum_mechanics
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Quantum yield 

Ratio of number of photons emitted to absorbed photons. 

Pollen 

A powdery substance produced by flowers of seed plants. It consists of pollen grains (highly 

reduced microgametophytes), which produce male gametes.  

Radiative rate 

Rate of light emission per unit carrier concentration, or radiative rate. A fundamental 

semiconductor parameter that determines the photoconversion efficiency of solar cells. 

Rare Earth Elements 

Group of elements including lanthanide elements (atomic numbers from 57 to 71), 

scandium, and yttrium. They are divided into two groups based on their atomic weights: 

Light REEs (LREEs) include cerium (Ce), lanthanum (La), praseodymium (Pr), neodymium 

(Nd), and samarium (Sm) while Heavy REEs (HREEs) include europium (Eu), gadolinium (Gd), 

terbium (Tb), dysprosium (Dy), holmium (Ho), erbium (Er), thulium (Tm), ytterbium (Yb), and 

lutetium (Lt).  

Raman scattering  

On interaction between light and air molecules, it is possible for incident photons to lose or 

gain energy such that the scattered photons have changed frequency. This inelastic 

scattering is referred to as Raman scattering.  

Spiropyrans 

Spiropyrans are photoswitches that can undergo reversible structural transformations 

through isomerization between ring-opened merocyanine and ring-closed spiropyran 

forms under the influence of stimuli such as stress, light, pH, and thermal effect.  

Stochastic  

Having a random probability distribution or pattern that may be analysed statistically but 

may not be predicted precisely. 

Stokes  

Stokes lines correspond to photons with lower energy compared to the incident photon.  

SU-8 

SU-8 is a high contrast, epoxy-based photoresist designed for micromachining and other 

microelectronic applications where a thick chemically and thermally stable image is desired. 

The exposed and subsequently cross-linked portions of the film are rendered insoluble to 

liquid developers. 

Substitution 

Substitution is the wilful and premeditated switching of all, or an amount of ore, mineral 

concentrate, refinery or smelter products, for material of a lower standard or quality, without 

the other party’s knowledge or consent. It could also include the use of fake or counterfeit 

materials or products. This is illegal and considered a fraudulent practice. 

https://en.wikipedia.org/wiki/Spermatophyte
https://en.wikipedia.org/wiki/Microgametophyte
https://en.wikipedia.org/wiki/Gamete
https://www.google.com/search?sca_esv=561908822&rlz=1C1GCEU_en-GBGB1065GB1065&q=analysed&si=ACFMAn-fuhiZynqzEWN5DhRvBVhthNTnszydPJ9DAccUGtHAbd3CQbjLYOjAG0IjCdjLxukCsfeX-lk1JmVN8KgUAY5mYacFeg%3D%3D&expnd=1
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Surface plasmon resonance  

Collective oscillation of conduction band electrons that are in resonance with the oscillating 

electric field of incident light. 

Taggant 

Any chemical or physical marker added to materials to allow various forms of tracking, 

tracing and testing. 

Thermochromic inks 

Temperature dependent inks or dyes prone to temporary changes in colour on exposure to 

changing temperature. 

Traceability 

The ability to verify the history, location or application of a material or product at different 

stages of the value chain from the source to the market and up to the end-of-life, by 

documented recorded identification or other means. 

Traceability systems 

Systems (digital or paper-based) that records and follows the trail as products and materials 

come from suppliers and are processed and ultimately distributed as end products.  

Upconversion fluorescence 

A cross-correlation between the fluorescence and the probe laser pulse.  

3D Printing 

3D printing (also known as additive manufacturing) is the construction of a three-

dimensional object from a CAD model or a digital 3D model. It can be done in a variety of 

processes in which material is deposited, joined or solidified under computer control, with 

the material being added together, typically layer by layer. 

4f orbitals 

The seventh f orbitals of the 4th electron shell (energy level). 
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1 Introduction 

1.1 Global Context 
The energy transition towards renewable and fossil-free energy and the electrification of 

transportation systems will require a substantial amount of geological resources (minerals), 

technology, metals and materials. These are likely to include cobalt (Co), lithium (Li) and 

graphite for rechargeable batteries used in electronic devices and electric vehicles (EVs). 

Additionally, Rare Earth Elements* (REEs), neodymium (Nd) in particular, for permanent 

magnets are used, notably in wind turbines (Pell et al., 2021) and electric vehicle motors. 

However, the supply chains that deliver these engineered materials, from mining to 

manufacturing and end use, are complex, involving several countries and actors (e.g., 

exploration, resource and mining companies, traders, refiners and smelters), alongside 

social, environmental and economic impacts on both a local and global scale (Kaikkonen et 

al., 2022; Pell et al., 2021). 

Consumers and downstream manufacturing companies, like original equipment 

manufacturers (OEMs), electronics and automotive companies, are becoming increasingly 

interested in the sustainability and responsibility of the upstream raw materials value chain 

of their end-products (RCS Global, 2017). New regulations are also encouraging greater 

transparency in raw materials supply chains, notably for battery metals (European 

Commission, 2020), and this will likely dictate global developments regarding raw materials 

sourcing. The buyers of minerals and metals are under pressure to be able to prove the 

geographical provenance of their raw materials (e.g., from which mines/miners or countries 

are they extracted), their production methods (e.g., which technologies are used and are 

they sustainable) and traceability* (e.g., ‘who’ handled the materials during transit, ‘when’, 

‘where’ and for ‘how long’?). This trend is even more important for technology materials as 

any sustainability or responsibility issues in their supply chain would be in contradiction with 

the environmental objectives they are expected to adhere to. 

1.2 Responsible Sourcing and Traceability 
Concerns about responsible sourcing cover mainly three aspects: (i) human rights abuses, 

(ii) environmental degradation and (iii) issues related to criminal activities and corruption. In 

many countries where minerals and metals are mined, especially those where artisanal and 

small-scale mining (ASM) occur, there are reports of human rights abuses including forced 

labour, child labour, and unsafe working conditions (Mancini et al., 2020). For example, 

cobalt produced by ASM in the Democratic Republic of the Congo (DRC) reportedly 

includes undignified working conditions, violence against women and child labour 

(Amnesty International, 2016).  

Environmental degradation refers to the environmental impacts induced by mining 

activities such as deforestation, soil erosion, water pollution and loss of biodiversity. Lithium 

extraction from brines in the South American ‘lithium triangle’ (Chile, Bolivia and Argentina) 

uses large quantities of water, with consequences for local wildlife and human populations. 

Furthermore, lithium extraction from spodumene, which is extracted from hard-rock 

deposits (i.e., pegmatites) in places such as Australia, utilises high-temperature (> 1000°C) 

energy-intensive processes (Pell et al., 2021; Sanderson, 2021). Finally, the illegal trafficking, 

theft and trade in minerals and metals is a major global problem, especially for the so-called 

conflict minerals: namely tin, tantalum, tungsten, and some types of gold (3TG), to fund 
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armed conflict in the Great Lakes region in Africa. This activity does not only involve conflict 

minerals, but also precious minerals and metals (gold), platinum group minerals (PGMs) and 

base metals* (e.g., copper) (INTERPOL, 2021).  

To mitigate the risks associated with the environmental impacts of illegal mining* it is 

necessary to ensure socially and environmentally responsible sourcing of technology raw 

materials, which could be assisted via improved traceability schemes along the supply 

chains. Traceability refers to the ability to track a material or product at different stages of 

the value chain from the source (mine) to the refiner, the market and up to the end-of-life 

(EoL), therefore allowing the origin of the source material to be proved at any of these 

stages. Traceability solutions rely on a Chain of Custody* (CoC), which means the 

documentation of all organisations taking physical and/or administrative ownership or 

control of a product during production, processing, shipping, and retail (ISEAL, 2016). 

It should be noted that, ‘traceability’ (who handled it, when and where) refers to the physical 

tracing and tracking as they move through the supply chain from the mine to the load port 

and disport (‘cradle to grave’). Whereas provenance determination (also called ‘predictive 

geolocation’) is to determine the geographical location from where a mineral or metal 

sample* was derived or refined, to verify whether or not it originated from a conflict source 

or from a mine or processing plant aligned with criminal activities.  

1.3 Illegal Mining, Illicit Minerals and Mining Crime  
The illegal trafficking, theft and trade in minerals and metals is a major global problem. Illicit 

minerals* and metals may become ‘legitimised’ via money laundering schemes and enter 

the supply chain after they have been refined, usually at a different geographical location to 

their origin (Donnelly and Ruffell 2021, IUGS-IFG 2023). The beneficiaries are often well-

organised syndicates, criminal gangs, cartels or terrorist organisation. This activity involves 

precious minerals and metals, platinum group minerals and conflict minerals (tin, tungsten, 

tantalum, and gold). Minerals and metals have inherent variability in terms of their physical, 

chemical (e.g. isotope ratios), morphological, textural, structural and mineralogical 

characteristics. This variability can be attributed to a number of factors including for example 

their geological origin, post mining mineral processing, beneficiation or the blending of 

different streams. It is these inherent properties that potentially enable minerals to become 

analysed to determine their provenance and traceability. It is anticipated the use of artificial 

taggant particles (ATP) could become incorporated into a high assurance strategy to 

determine mineral provenance and traceability. Publications and general guidance on 

illegal mining can be found in Zabyelina and van Uhm (2020); INTERPOL; UNODC; THEMIS; 

IGF; OECD; IUGS-IFG. 

1.3.1 Provenance Determination 

An objective of provenance determination (predictive geolocation) is to determine the 

geographical location from where a mineral or metal sample was derived or refined, to 

verify whether or not it originated from a conflict source or from a mine or processing plant 

aligned with criminal activities.  

1.3.2 Traceability 
Traceability refers to the physical tracing and tracking of precious minerals and metals as 

they move through the supply chain from the mine to the refiner and market. Traceability 

includes chain of custody, sample security, bagging, tagging and certificate of origin, due 
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diligence audits, registry of minerals producers and traders, the use of artificial taggant 

particles (ATPs), a geoforensic passport, elemental profiling and mineralogical profiling.  

1.4 Current Traceability Systems for CRMs 
The traditional traceability systems* in the mining industry and for CRMs supply chains are 

essentially paper-based or document-based following the usual, ‘bag, seal and tag’ 

methodology to trace the origin of a truckload, shipment or cargo. These documents can 

be falsified or faked, therefore making these traceability systems highly susceptible to fraud 

and adulteration*. 

Solutions to bring traceability to the CRMs supply chains are currently being developed in 

several companies and research projects. These solutions essentially rely on digitalisation, 

big data and cloud technologies and are connected to the overall digital development in 

different industrial sectors and transportation.  

Most of these digital traceability solutions are based on blockchain* to provide immutable 

records for traceability through decentralized databases. This is for instance the traceability 

solution adopted for cobalt artisanal mining in the DRC for the so-called ‘model mines’ and, 

‘hybrid artisanal-industrial mines’. These are developed upon the premise of digitally 

monitoring material flows and compliance with rigorous traceability mechanisms, 

envisioning future possible integration in blockchain-designed solutions (Calvão & Archer, 

2021). Examples include the Mutoshi project in Kolwezi launched in 2017 through a 

partnership between Trafigura and Chemaf (up to 5000 artisanal miners) or the project by 

Zhejiang-based Huayou Cobalt (through its local subsidiary Congo Dongfang Mining), also 

developed in 2017, in the Kasulo and Kamilombe mining concessions (up to 14,000 miners), 

(Calvão & Archer, 2021). The ‘Better Cobalt Sourcing Program’, and more recently renamed 

‘Better Mining’, is operated by RCS Global Group and currently implemented in the DRC 

cobalt mines. It audits, verifies data, monitors mining sites and offers digital traceability 

services. More recently, RCS has led the creation of the ‘Responsible Sourcing Blockchain 

Network’ (RSBN), a membership-based collaborative endeavour involving organisations 

that includes IBM, Ford and Glencore. It seems however, that the latter does not exist 

anymore and has been replaced by commercial traceability services (Vine and Claritas). 

Despite the implementation of digital and blockchain-based solutions, there are a number 

of limitations to this approach when confronted with the practicalities of cobalt mining in 

the DRC (Calvão & Archer, 2021). Apart from technical constraints, blockchains share the 

same ‘garbage in, garbage out’ (GIGO) limitation as other extensive data systems. While the 

data stored in a blockchain is immutable, its usage does not guarantee its accuracy from the 

outset (Kaikkonen et al., 2022; RCS Global, 2017). In jurisdictions where criminal activity and 

corruption are commonplace, blockchain solutions would not solve the problem of 

upstream traceability since the input information may not be reliable (Calvão & Archer, 

2021). Similarly, the risk of adulteration (whereby material from different sources is added 

and mixed together with the certified material) challenges the feasibility of digital solutions 

for ‘model mines’. Additionally, COVID-19 and a fluctuating cobalt price led Huayou, to 

suspend buying from artisanal sources (Calvão & Archer, 2021). 

Consequently, there exist commercial prospects for technological solutions that can 

complement existing traceability systems by verifying the data within the system. Such 

complementary technology could be physical traceability systems, which rely on the 

materials properties and characteristics. These can be natural fingerprints, which are 

intrinsic properties (e.g., mineral, physical or geochemical properties) or artificial 
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fingerprints, whereby the material is voluntarily artificially altered (e.g., by the addition of 

particles or taggants with unique properties and/or laser inscription) to certify its origin and 

ensure traceability (Kaikkonen et al., 2022). The former technology has already been 

developed for various minerals and materials, such as the marking of gemstones (Dalpé et 

al., 2010; Pornwilard et al., 2011), gold (Augé et al., 2015; Pochon et al., 2021), 

uranium/yellow cake (Keegan et al., 2008, 2012; Wotherspoon et al., 2014), coltan (H.-E. 

Gäbler et al., 2011; Melcher et al., 2008), base metals (H. E. Gäbler et al., 2020; Martyna et 

al., 2018; Melcher et al., 2021) and other minerals (Kaikkonen et al., 2022; Melcher et al., 

2021). These are mostly developed at the regional scale and focus on the upstream of the 

value chains (ores and concentrates). This approach is known as, ‘analytical fingerprinting’ 

(Schütte et al., 2018), the ‘analytical proof of origin’ (Melcher et al., 2021), ‘geo-based 

traceability’ (Dehaine et al., 2020), a ‘geoforensic passport’ (Metalor, 2021) and 

microtaggant® identification particles (MIP) or ‘microtaggants’ (Microtrace Solutions, 2023). 

However, in essence the principle is always the same, i.e., to confirm or determine the origin 

of a given material (ore, concentrate, or smelter/refinery material or product) 

by analysing its properties linked to the geological environment of the mine from where the 

material originated and to subsequent treatment and transformation. However, minerals 

and metals have inherent variability in terms of their physical, chemical (e.g., isotope ratios), 

morphological, textural and mineralogical characteristics (Dehaine et al., 2020; Desaulty et 

al., 2022; Kaikkonen et al., 2022; Pochon et al., 2021). This variability can be attributed to a 

number of factors including for example, their geological origin, post mining mineral 

processing, beneficiation or the blending of different streams. 

In some cases, these natural or intrinsic fingerprints may not suffice to detect any anomalies 

and certify the material origin and the use of artificial fingerprints may be required. Artificial 

fingerprinting, whereby the material is artificially altered (e.g., by addition of particles or 

tracers with unique properties to the material itself or its container, laser inscription and 

marking), has already been implemented in many industries including: fuels, chemicals, 

pharmaceutical, explosives, cotton, gems and diamonds.  

The success of any new traceability solution, in terms of commercial applications, are 

dependent on the existing range of available solutions and future markets within the CRMs 

supply chain. Over time, the growing consumer focus on sustainability and the regulatory 

demand for sustainable and ethical business practices, like those seen from the EU, will fuel 

the requirement for traceability solutions (Kaikkonen et al., 2022).  

1.5 Report Objective 
This report focuses on artificial fingerprinting technologies for tracking raw materials in 

complex supply chains. The objectives and principal research questions addressed in this 

report are as follows: 

1. Where in the CRMs supply chains is artificial fingerprinting the most needed? 

2. What are the specific needs of the industry and requirement for the potential artificial 

fingerprinting technologies? 

3. What are the existing artificial fingerprinting technologies and are there any 

potentially applicable to CRMs supply chains traceability? 

4. Is there a potential for 3D printing technology to be used to produced tailored 

artificial taggant particles* (ATPs) for CRMs supply chains? 
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Following an introduction to the MaDiTraCe project, a brief overview of the MaDiTraCe 

commodities value chain is presented followed by an analysis of the current industry needs 

in terms of raw material traceability with a special focus on artificial fingerprinting 

technologies. Additionally, a review of existing artificial fingerprinting technologies and 

their industrial application is presented. Finally, the potential for using 3D printing 

technologies to produce artificial tracers is discussed. 
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2 Overview of MaDiTraCe 
MaDiTraCe (Material and digital traceability for the certification of critical raw materials*) is 

a 36-month European Union project funded through the Horizon Europe Programme 

(contract number 101091502, https://cordis.europa.eu/project/id/101091502/fr) 

coordinated by BRGM (French geological survey). This project was launched in January 

2023 and aims to reinforce the transparency, traceability and sustainability of complex 

supply chains of critical raw materials (CRMs) including cobalt, lithium, natural graphite and 

rare earth elements. Bringing together 14 partners from 7 countries (Figure 1), the project 

will develop and integrate technological solutions for traceability and certification of critical 

raw materials, their processed forms and the derived end-products into a digital product 

passport. In parallel to the digital traceability, the use of intrinsic information, contained in 

the material itself will be developed providing information notably on the provenance of 

the raw material in derived substances and end products. Notably, the geochemical and 

mineralogical fingerprints of the investigated ores of critical raw materials, alongside 

artificial tracking. These solutions could enable key industry players to prove the reliability 

of their sustainability claims, comply with current regulation and anticipate future policies. 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1: The MaDiTraCe consortium (source: MaDiTraCe, 2023). 

 

2.1 Project Aim and Objectives 
MaDiTraCe aims to enlarge and integrate the portfolio of technological solutions for 

traceability and certification of responsible and sustainable CRMs supply chains into a 

Digital Product Passport (DPP), compatible with the EU battery passport, through CRMs 

tracking and supply chains transparency for four key commodities (lithium, cobalt, graphite, 

REEs/Nd) that are relevant to different supply chains, primarily EV batteries and permanent 

magnets.  

In the future, independent digital and analytical methods for tracing CRMs will be 

developed and integrated into a generic certification scheme, covering responsible and 

sustainable CRMs across the mineral supply chains from mining to manufacturing and 

https://cordis.europa.eu/project/id/101091502/fr
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recycling. The project seeks to address the complexities of mineral supply chains, including 

points of aggregation, transformation and circular economy aspects, through coherent 

DPPs. This will be defined by identifying and solving current gaps in due diligence and 

assessing industry needs to comply with sustainability standards and regulations.  

MaDiTraCe will provide a methodological digital framework and components to facilitate 

the integration of existing identification, assessment and tracing methods into a trusted 

blockchain-based platform. Such decentralised methodology addresses barriers of the 

current system, notably confidentiality, transparency, risk of fraud, costs and lack of 

standardisation. The information flow in the digital trail will be formalised in a way to be 

compatible with and support the implementation of DPPs as compliance and audit tool.  

MaDiTraCe also aims to develop material fingerprinting (MFP) based on material 

geochemical properties, characteristics and artificial fingerprinting approaches, as an 

independent tool to support traceability and certification schemes. This intrinsic information 

constitutes a non-counterfeitable fingerprint and an independent traceability support from 

the information provided by the producers to the digital trail.  

MaDiTraCe will look into integrating the certification according to sustainable standards for 

mineral resources in DPP. MaDiTraCe will support the harmonisation of sustainability 

reporting standards by building on the CERA 4in1 (www.cera4in1.org) certification system 

through the addition of DPP technology. 

This methodology will enable downstream industrials to prove the reliability of their 

sustainability claims, complying with regulation in force notably, the EU Battery Regulation, 

EU Directive on Corporate Sustainability Due Diligence and German Supply Chain Act. 

MaDiTraCe’s has a strong stakeholder process (WP1) with upstream and downstream 

partners from academics to industry, including mining to manufacturing, and large networks 

involved via the consortia (EIT-RM) and clusters (ISMC) participating in the project. 

Continuous interaction with this industrial and policy-oriented stakeholder community on 

the traceability technology (WP2 and WP3) and the certification schemes (WP4) developed 

in the project will ensure it stays in line with industrial needs and expectations with respect 

to regulatory compliance. It will also facilitate implementation and exploitation (WP5) of the 

project outcomes. The high-level objectives are (www.maditrace.eu): 

1. Improve supply chain data transparency and traceability. 

2. Set up technological solutions for tracking raw material flows (material passports). 

3. Identify and address gaps in due diligence. 

4. Develop comparable criteria, reporting and audit approaches. 

5. Contribute to sustainable sourcing of raw materials. 

2.2 Artificial Fingerprinting 
Artificial fingerprinting forms part of MaDiTraCe’s Work Package 2, which is dedicated to 

technological solutions for raw materials traceability. Task 2.3 on ‘Artificial Fingerprinting’ 

seeks to, ‘develop a new artificial fingerprinting technology using 3D printed tracer particles 

(TPs) in selected supply chains, with specific focus on mineral concentrates’. Task 2.3 

comprises the following stages: 

1. A review of existing methods for potential use of 3D printed tracer particles 

technologies. Analysis (with MaDiTraCe industrial partner input) of mining, minerals 

https://www.cera4in1.org/
https://urldefense.com/v3/__http:/www.maditrace.eu__;!!KbSiYrE!jRGYuj_IwKe3S7no70qOZKQU2ThKBxKWqr_LUGJZjuhxCThGKezD-BYQf60smSZdpFEYRmjGJ3jSGz-ZG2BJa9Vx$
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and metals industry requirements to ensure solutions are fit-for-purpose and 

commercially relevant, 

2. Design and manufacture of 3D printed tracer particles using appropriate materials 

(e.g., minerals, metals, bioplastic mineral/metal composites) based on specifications 

from the review, 

3. Test and validation of 3D printed tracer particles in a selected supply chain (assess 

impacts of transhipment, storage times and environmental conditions, financial 

evaluation, etc.) for artificial fingerprinting of raw materials in the selected supply 

chains, with a specific focus on mineral concentrates, using 3D printing notably.  

This report is the first deliverable of Task 2.3, and will help evaluate existing artificial 

fingerprinting technologies and the potential for the use of artificial taggant particles (ATP) 

and 3D printing technologies.  

As part of the research, an analysis of the requirements for the mining, minerals and metals 

industry will be undertaken to ensure any solutions provided are fit-for-purposes and 

commercially relevant with support from MaDiTraCe industrial partners.  
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3 MaDiTraCe Commodities and Value Chains 

3.1 Supply Chain Segments 
The supply chains of batteries for EVs and REE-magnets for wind turbines are complex and 

consist of multiple stages involving a range of commodities, including lithium, cobalt, 

natural graphite and REEs, which are the focus of the MaDiTraCe. In particular, the project 

focuses on the NiCo-based Li-ion battery value chain and sintered neodymium-iron-boron 

(NdFeB) magnets. 

Globally these supply chains comprise the stages as illustrated in Figure 2. Mining extracts 

these metals from primary sources (ores), mineral processing produces mineral 

concentrates, metallurgy (hydrometallurgy or pyrometallurgy) produces intermediate 

products and refining forms sufficient purity chemicals. These chemicals are then used for 

advanced materials synthesis to form battery materials and components such as cathode, 

anode and electrolyte (for lithium, cobalt and graphite) or REE-magnets. The latter are then 

used to manufacture synchronous motor (for wind turbines) or tractions motors (for EVs) 

while battery components are used to manufacture cells which are then housed in modules 

within a battery pack and then integrated into the EV, stationary energy storage unit or 

consumer electronics. 

Once used, a portion of the metals end-up in scrap from end-of-life products such as 

batteries, scrap metal and permanent magnets. This scrap, along with residues and side 

streams from other stages of the value chain (such as swarf for REEs, a residue from cutting 

magnets during magnet manufacturing), represent secondary resources that can be 

recycled and therefore re-enter the value chain at various stages depending on their nature.  

To improve the traceability of RE magnets and lithium-ion battery raw material, it is critical 

to understand all the stages in these complex supply chains. An overview of these supply 

chains focusing on lithium, cobalt, graphite and REEs is shown in Figure 3. 

3.1.1 LIB Supply Chains 

 Upstream graphite supply chains for anode production 
Graphite, a naturally occurring allotrope of carbon, stands out as the sole non-metallic 

element that exhibits remarkable electrical and heat conductivity. In lithium-ion batteries 

(LIB), graphite is commonly utilized as the material for the negative electrode, while 

intercalated lithium compounds serve as the positive electrode's material. Battery-grade 

graphite can be produced from two primary sources; natural graphite or synthetic graphite. 

Among natural graphite, only flake graphite finds application in battery production. It is 

found in high-grade metamorphic rocks such as marbles, schists, and gneisses, where it 

forms through either fluid deposition or graphitization (Mitchell & Deady, 2021; Pell et al., 

2021). Besides flake graphite, other forms of natural graphite include amorphous 

(microcrystalline) graphite and vein (lump) graphite. On the other hand, synthetic graphite 

is produced through a complex manufacturing process, using petroleum coke or other 

carbon-rich materials. Graphite processing consist mainly of mechanical processes (sorting 

and sizing) as well as froth flotation to obtain concentrates with the desired particle size 

distribution and remove impurities. This is followed by purification and refining to meet the 

stringent quality requirements for lithium-ion battery applications.  
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Figure 2: Simplified representation of the different stages of the REE-magnet and battery supply 
chains.  
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Figure 3: Supply chain stages for lithium, cobalt and graphite batteries and REE-magnets used in electric vehicles and wind turbines. Abbreviations are 
given in the text.
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To be deemed suitable for battery applications, graphite must possess high purity levels, 

with carbon content exceeding 99.95 wt%. Additionally, graphite needs to have spheroidal 

particles ranging in size from 10 to 25 µm to ensure efficient operation. Spherical graphite 

is produced by micronizing*, shaping, and rounding flake graphite (Jara et al., 2019). This 

transformation increases the surface area and allows for better contact with lithium ions 

during battery charging and discharging cycles.  

 Upstream lithium supply chains, cathode and electrolyte 
Lithium is primarily obtained from two main sources. Hard-rock deposits hosting lithium-

bearing minerals and lithium-rich brines. Lithium-rich brines are solutions of salts of lithium, 

sodium, potassium and other salts, with most economic brine resources found in salars 

within high- elevation basins but also geothermal and oil field brines. Hard-rock lithium 

deposits consist mainly of lithium pegmatite and to a lesser extent rare-metal granites or 

sedimentary deposits, clays or borates (Pell et al., 2021). Brines are pumped to the surface 

and concentrated through solar evaporation to obtain an enriched solution. On the other 

hand, lithium-bearing minerals, such as spodumene and lepidolite, are mined from hard-

rock deposits and concentrated through crushing, grinding and froth flotation with some 

processes involving sorting, magnetic separation, and gravity concentration (Meng et al., 

2021). The mineral concentrates undergo a thermal treatment through calcination or 

roasting before leaching to extract lithium into solution. Once lithium is in solution, the 

refining stage consists of the purification of the solution mainly via precipitation to remove 

major impurities such as calcium, magnesium, aluminum, and iron, followed by lithium 

concentration using ion exchange or evaporation. Crystallization, carbonation, or 

electrodialysis is finally conducted to produce lithium compounds, mainly lithium carbonate 

(Li2CO3) and lithium hydroxide (LiOH), of chemical or battery grade, or lithium chloride 

which are further refined to lithium metal from these precursors or related compounds 

(lithium fluoride, LiF) used in the electrolyte solutions (Tran & Luong, 2015).  

 Upstream cobalt supply chains for cathode production 
Cobalt production mainly occurs as a by-product of copper from sediment-hosted copper 

deposits or nickel from magmatic nickel sulphide or nickel laterite deposits (Dehaine, 

Tijsseling, et al., 2021). The processing route and intermediate cobalt products vary greatly 

depending on the deposit type and ore type (oxide or sulphide), ore mineralogy and the 

presence of other by-products (copper, zinc and PGMs). Sediment-hosted copper-cobalt 

deposits comprise a weathered (oxide) ore blanket overlying a primary sulphide ore at 

depth through a transition zone. Oxide ores are leached, most of the time without 

preconcentration, whereas sulfidic ore is concentrated through froth flotation, after which 

the concentrate is roasted before leaching. Mixed ores are more problematic and often 

require pre-concentration through froth flotation before leaching (Dehaine, Filippov, et al., 

2021; Tijsseling et al., 2019). Cobalt is then often precipitated as a cobalt hydroxide 

intermediate product after having gone through several purification process steps. Cobalt 

from magmatic nickel sulphide deposits is recovered along with nickel through froth 

flotation as both metals are mostly hosted by the same mineral (pentlandite). The 

concentrate is then commonly smelted to produce a nickel-cobalt matte, which is then 

refined through hydrometallurgical processes to produce cobalt powder or cobalt metal. 

For nickel laterites, cobalt is produced through hydrometallurgical processes, mostly high-

pressure acid leaching of limonite ore to produce a mixed nickel-cobalt sulphide product 

(MSP) or hydroxide product. Depending on the specific process design, intermediate or 
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final cobalt products are cobalt sulfide, cobalt hydroxide, cobalt carbonate cobalt powder 

or cobalt metal (Dehaine, Tijsseling, et al., 2021). 

 Midstream LIB supply chains and recycling 
Lithium salts along with cobalt and other metal (nickel, manganese) salts or metal oxides are 

then mixed to make precursor for the cathode active materials (CAM). Layered oxides with 

mixed transition metal composition are typically prepared over a co-precipitation route. 

After filtering and washing to remove impurities, the material is dried and sieved before it 

is mixed with a stoichiometric amount of a lithium salt. The as-prepared cathode powder is 

then deagglomerated and may optionally be surface treated to stabilize the 

electrode/electrolyte interface and performance (Schmuch et al., 2018).  

Anodes are produced by combining spherical graphite with a binder and conductive 

additives. These components are then coated onto a current collector and assembled with 

the cathode, separator, and electrolyte to form a complete Li-ion battery cell.  

Current electrolytes are almost exclusively based on lithium hexafluorophosphate (LiPF6) as 

conducting salt that is dissolved in organic carbonate solvents. LiPF6 is produced by reacting 

lithium fluoride with phosphorous pentachloride in anhydrous hydrogen fluoride (AHF). It 

is then further purified with additional AHF to reach various purity classes from 99.00% for 

industrial grade to 99.99% for EV plus grade (Schmuch et al., 2018). 

Finally, the cathodes and anodes, as well as other components like electrolytes, copper foil 

and separators, are moulded to form individual cells. These cells are then packed into 

modules to build a lithium-ion battery. 

The recycling of graphite from end-of-life batteries is complex and not currently well 

developed. The recycling process typically involves several stages, including dismantling 

and disassembling the end-of-life products, followed by mechanical or thermo-mechanical 

processes to produce a fine powder known as black mass (Donnelly 2022, Donnelly et al., 

2021a, b, c; 2022, 2023; Vanderbruggen et al., 2021; Dade et al., 2022, Schwich et al., 2021). 

The latter can be fed to pyrometallurgical or hydrometallurgical processes (or a 

combination of both). The reclaimed metals and graphite can then be reintroduced into the 

manufacturing cycle to produce new battery products or serve as a valuable source for 

various industrial applications. 

3.1.2 REE Supply Chains for NdFeB Magnets 
Most REE are currently produced from the mining of primary ores as co-products since they 

are always found in the same deposits with some deposits containing primarily LREEs and 

others containing more HREEs (mainly dysprosium). The most important deposit type for 

LREEs and neodymium are carbonatite-related in which REE are hosted in bastnäsite and 

monazite, xenotime as well as iron oxide minerals (Chen, 2011; Pell et al., 2021). The 

separation processes for such ores employs various stages including magnetic and gravity 

concentration but rely primarily on flotation (Jordens et al., 2013). Processed material 

production includes REE separation to separate individual rare earths from concentrates, 

generally in oxide form through a chemical intensive process involving solvent extraction to 

separate and purify the individual REEs to oxides and metal refining through electrowinning 

and sodium reduction to convert rare earth oxides to metals (Gupta & Krishnamurthy, 2004).  

Magnets are produced from alloys or powders that combine rare earth metals such as 

neodymium and praseodymium with iron and boron. Sintered NdFeB magnets are 
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manufactured through a powder metallurgy route involving induction melting of the metals, 

strip casting sometimes followed by hydrogen decrepitation to reduce the grain size further. 

The powder is then aligned and pressed under a magnetic field and finally sintered at 1000-

1100°C (Smith et al., 2022). Once formed, the sintered magnets are machined to the desired 

shape and coated with a thin metal film of nickel (5-10 microns) as a protection against 

corrosion. Next, the magnet is magnetized in a high magnetic field to align the 

magnetization of the grains in the magnet (Smith et al., 2022). Sintered NdFeB magnets 

have many uses across a broad spectrum of applications most notably for consumers 

electronics (e.g., hard disk drives, cell phones and loudspeakers), within the synchronous 

generator of wind turbines and the direct drive motors of EVs (Smith et al., 2022).  

Currently, most rare earth recycling is based on swarf, the leftover material generated when 

cutting magnets during their production. Although end-of-life magnet recycling to create 

new magnets or extract individual rare earth elements is limited in scale, there is hope for 

future expansion due to the development of various promising methods. In general, the 

recycling process for magnet-containing end-of-life (EoL) products occur in two loops; 

magnet recovery (short-loop) and REE recovery (long-loop) through various 

hydrometallurgical, pyrometallurgical or electrochemical routes (Smith et al., 2022 and 

Mishra et al., 2023). 

3.1.3  Geographical Distribution of the Li, Co, Graphite and REEs 

Supply Chains 
The different stages of the value chains for lithium, cobalt, graphite and REE are distributed 

around the world, however the balance between the production volumes of the different 

countries involved in these different stages from mining to technology production is 

increasingly leaning towards China which dominates the downstream value chains. 

 Raw and processed materials 
The majority of global REE mine production, is coming from China (BayanObo mine, Inner 

Mongolia), and to a lesser extent the United States (Mountain Pass mine, California), 

Myanmar (illegal mining in Kachin state), and Australia (Mount Weld mine) (Smith et al., 

2022). The current identified reserves are in China, Vietnam, Brasil and Russia (USGS, 2023). 

Graphite is mined predominantly in China (65% in 2022), but global production is becoming 

more diversified, with many greenfield graphite mining projects being developed including 

in Tanzania, Mozambique, Canada and Madagascar (IEA, 2022; USGS, 2023). But this 

dominance is even more pronounced for the refining stage with nearly all spherical graphite 

supply ensured by China in 2022 (Benchmark, 2022). 

Most of the current cobalt mine production originates from the sediment-hosted copper-

cobalt deposits in DRC (Dehaine, Tijsseling, et al., 2021), which accounted for 76% of the 

global cobalt mine supply in 2022. However, a significant proportion of cobalt mines in DRC 

are operated or owned by Chinese companies or consortia (e.g., CMOC Group/Tenke-

Fungurume, China Nonferrous Metal Mining/Deziwa) resulting in about 44% of the global 

mine supply in 2022 being Chinese owned or controlled (Darton Commodities, 2023). The 

Swiss-based company Glencore is the largest cobalt miner with its two large mines in DRC 

(Mutanda and Katanga), as well as its Canadian operations in Sudbury (Ontario) and Murrin-

Murrin laterite mine in Australia. Indonesia became the second largest producer due to the 

development of various nickel laterite projects. China controls the cobalt refining with 91% 

of the world’s cobalt chemical supplies refined in China in 2022 and 76% of global cobalt 
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refined production (chemicals and metal). Less than 7% of global cobalt mine supply is 

refined within the country of extraction (Darton Commodities, 2023). Around 20% of the 

global cobalt refined production is produced in Europe, mostly Finland. 

Around 47% of the lithium produced in 2022 was extracted from hard-rock (spodumene 

pegmatite) deposits in Australia, such as the Greenbushes pegmatite (Western Australia), 

while the rest of the production was dominated by salars/brines from South America 

(Argentina, Chile) with Chile being the largest producer accounting for about 30% of the 

2022 lithium production (USGS, 2023). Examples include Salar de Atacama (Chile), Salar del 

Hombre Muerto (Argentina) and Salar de Uyuni (Bolivia), which represent the vast majority 

of the currently identified lithium reserves (Munk et al., 2016). Major lithium suppliers 

include a mixture of large chemical and mining companies including: Sociedad Química y 

Minera de Chile SA and Abermarle (Chile), Pilbara Minerals (Australia), Allkem (Australia), 

Livent Corporation (United States) and Ganfeng Lithium Co. (China), accounting for more 

than half the world lithium production (IEA, 2022). Often lithium is refined by the mining 

company together with the extraction except for Australian spodumene miners which 

mostly export concentrates to China, resulting in lithium refining being also highly 

concentrated in China (Benchmark, 2022). In Europe there are some lithium exploration 

projects such as Vulcan, Eramet and Lithium de France for geothermal brines in Germany 

and France and hard rock exploration in Spain, Portugal, England, France (Imerys) and 

Finland (Keliber).  

 Battery component, battery cell and EV manufacturing 
Battery cell component production is also highly concentrated with two-thirds of global 

battery cell production, as well as around 80% of the production of cathode and over 90% 

of anode material, happening in China and controlled by a few companies (IEA, 2022, 

2023): 

• Seven companies are responsible for about 55% of global cathode material 

production capacity. Key players include: Sumitomo (Japan), Tianjin B&M Science 

and Technology (China), Shenzhen Dynanonic (China), and Ningbo Shanshan 

(China). 

• Four companies are responsible for half of global production capacity of battery 

components including: Ningbo Shanshan (China), BTR New Energy Materials (China) 

and Shanghai Putailai New Energy Technology (China). The top-six companies are 

all Chinese and account for two-thirds of global production capacity. 

• One company alone, Jiangxi Tinci Central Advanced Materials (China), produces 

35% of global electrolyte salt. The top electrolyte producers include: Zhangjiagang 

Guotai-Huarong New Chemical Materials (China), Shenzhen Capchem Technology 

(China), and Ningbo Shanshan (China).  

Battery cell production is also highly concentrated, with the top-three producers in 2021, 

CATL (China), LG Energy Solution (Korea), and Panasonic (Japan), accounting for 65% of 

global production (IEA, 2022).  

China also accounts for about 54% of EV production capacity, followed by Europe, which is 

responsible for over one-quarter of global EV assembly, and the United States with around 

10% of EV production capacity (IEA, 2023). 
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Figure 4: Geographical distribution of the global MaDiTraCe technology materials (Li, Co, Graphite, REEs) supply chains (source: GTK). 

Reserves and mine production based on USGS (2023). Cobalt refining based on Darton Commodities (2023). Graphite refining based on spherical graphite supply (Benchmark, 2022). 

REE refining and NdFeB magnet alloy manufacturing are estimates based on current understanding of where concentrate from specific producers is separated and expert consultations, 

data from U.S. Department of Energy (Smith et al., 2022). Cathode, anode and electrolyte production on 2022 capacity data (Bloomberg, 2022). Battery cell production is based on 

battery cell production capacity data (Elements, 2023, based on data from BNEF). End-use production based on 2021 capacity data, Wind turbine corresponds to the average of nacelle 

(Part which host the generator containing the NdFeB magnet) production capacity for on- and offshore (Elements, 2023b). Europe includes EU-member states plus Norway, Turkey, UK 

and Ukraine; South America includes Argentina, Bolivia, Brazil and Chile. 
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 NdFeB magnets and wind turbine manufacturing 
The major producers of NdFeB magnets, alloys, and powders are China (92%), Japan (7%), 

Vietnam (1%) and Germany (<1%), (Smith et al., 2022). Manufacturing of wind turbines is 

also heavily concentrated geographically with Chinese companies accounting for more than 

55% of the total capacity deployed in 2021, followed by European companies, with around 

35%, and American ones, with less than 10% (IEA, 2023). The top 15 manufacturers 

accounted for almost 90% of the total capacity deployed in 2021. 

3.2 Requirements of Miners, Traders and Refiners  
Artificial taggants particles (ATP) could potentially comprise different material types, 

including for example: minerals, metals, bioplastic composites containing minerals and/or 

metals or organic component. It was considered necessary to engage with potential 

stakeholders to provide an appropriate specification of the types and chemistry of artificial 

taggant materials. 

3.2.1 The MaDiTraCe Questionnaire, mapping of permitted taggant 

materials in metal industry 
As part of this preliminary review a questionnaire was designed and it is recommended to 

be submitted to key stakeholders and industry participants throughout the duration of the 

MaDiTraCe project (Appendix I). The questionnaire aims to gather stakeholder input to 

guide the specifications of appropriate materials for the development of prototype artificial 

taggant particles and subsequent large-scale production of artificial taggant particles. 

 Element penalty (impurity) limits in the mining and metals industry 
The ATP composition must meet the requirements of the miners, shippers, refiners and 

other receivers. These requirements can be owing to several factors such as health and 

safety regulations, dimensional tolerances, chemical reactivity, or quality and performance 

standards. For instance, Europe’s largest copper producer, Aurubis, has produced a list of 

maximum impurity levels allowed for copper and nickel concentrates, as given in Table 1.  

Table 1: Maximum impurity levels and approximate penalties for copper and nickel concentrates 

(source: Salomon-de-Friedberg & Robinson, 2015). 

Element Penalty Limit (%) Penalty, $/t per extra 0.1 % 

Arsenic 0.2 2 
Higher arsenic >0.1 >5 

Antimony 0.05 15 

Bismuth 0.02 25 
Cadmium 0.03 30 

Fluorine 0.03 15 
Lead 1 0.3 

Mercury 0.005 3000 

Nickel and cobalt 0.5 1 
Selenium 0.03 15 
Zinc 3 0.3 

 

Each smelter has differing limitations and this is reflected by the penalties imposed on 

incoming impurities. In some cases, such as arsenic, the penalty per incremental unit 
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escalates with increasing concentration. Certain smelters may even reject potential feeds 

outright because of a particular element existing in higher concentration. It is to be 

understood that, if an impurity is penalised, any corresponding metal value is not paid for 

presenting a ‘double’ opportunity to the concentrate provider. For example, the penalty for 

excessive nickel may not appear to be high, but the lost nickel value itself can be 

appreciable. If the metal is lost to the smelter’s final discard slag, this also represents a waste 

of the original resource. 

Similarly, the ATP material specification must adhere to such standards. Therefore, this 

questionnaire is aiming at receiving at least the boundary conditions for material selection 

from several mineral and metal industries (Table 2). 

The ATP could be added to the concentrate blends at the producing mine or concentrator. 

In addition to the elemental composition limitations it must be: 

• Non-magnetic. 

• Nonradioactive. 

• Non-visible with the naked eyes. 

• Cause no colour change. 

• Sizes must be preferable comparable to the sizing of the product shipped.  

• Align with health and safety regulations. 

• Minimal and insignificant quantity. 

• Some industries specifically require the taggant to evaporate via melting processes. 

Table 2: Anonymised preliminary response to the MaDiTraCe questionnaire, received from a mining 

company, indicating the elemental limits for potential artificial taggant particles. 

Not permitted Permitted within limits No restrictions 
Bismuth Antimony (<300 ppm) Iron 

Cadmium Arsenic (<500 ppm) Nickel 
Chlorine Lead (<500 ppm) Phosphorus 
Carbon Mercury (<50 ppm) Silicon 

Oil-based plastics Tellurium Selenium 
- - Sulphur 
- - Tin 

- - REE (Ce, Dy, Er, Eu, Gd, Ho, 
La, Lu, Nd, Pr, Pm, Sm, Sc, 
Tb, Tm, Yb and Y) 

- - Non-oil-based plastics 

- - Biomaterials 
- - Ceramics 

 

Table 3: Anonymised preliminary response to the MaDiTraCe questionnaire, received from a 
precious metals refining company, indicating the elemental limits for potential artificial taggant 
particles. 

Not permitted Permitted within limits No restrictions 
Arsenic Antimony - 

Cadmium Bismuth (0.1%) - 

Chlorine Iron - 

Mercury Lead - 
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- Nickel - 
- Selenium (0.5%) - 
- Sulphur (2% on Ag) - 

- Tellurium (0.5%) - 
- Tin (0.5%) - 

 

3.2.2 Managing Perception and the Potential for Blight 
The use of ATPs must not compromise the integrity* or reputation of a product, a producer, 

or give any reason to cause blight. The additional tracer material added must be as low in 

quantity as possible. For instance, concentrates with high levels of impurities being sold to 

smelters leads to the miner facing penalties that marginally reduces their revenues and 

choice of smelters. Furthermore, since the ATP is a secondary material, addition of high 

volume will inhibit movement and transaction of the original amount of material, thereby 

leading to increased cost for lower volume.  

The sizing of taggants must be such that comminution procedures do not render their 

physical or chemical properties purposeless.  

Managing the perception of the ATP and reducing the potential for blight is therefore 

fundamentally important. However, this could be complex to achieve, especially if ATPs are 

used covertly to track commodities, but discovered by a receiver.  

ATP perception is likely to depend on the industry insight, which can be gained through 

effective communications, transparency and standards detailing permitted and restricted 

elements.  

The global supply chain often recalls products whose authenticity is called into question 

because consumer problems are seen or perceived. The additional cost of ATP inclusion 

must be associated with a benefit of the products/materials being genuine. As such, 

managing the perception of ATPs and mitigating the risks for blight should become an 

important aspect of the MaDiTraCe research phase as new ATPs are developed. 
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4 Artificial Fingerprinting and Tracing 
Artificial taggants are chemical or physical markers used to demarcate objects for the 

purpose of identification. Taggants may be applied or affixed to an object overtly to deter, 

or covertly to detect for example, adulteration or substitution*. Taggants can also be 

‘encoded’ and their presence, or absence, can be used for the purpose of authentication. 

They have been used for authenticating products from counterfeits in the pharmaceutical, 

currency, clothing, and electrical industries, but have rarely been used in the mining, 

minerals and metals industries.  

4.1 Historical Development 
In 1970, the need for explosives regulations outside of a declared state of war was realised 

under the Organised Crime Control Act - 1970 (Figure 5). This was act of congress aimed 

at, ‘facilitating the eradication of organised crime in the USA, by strengthening the evidence-

gathering process, by adopting new penal prohibitions, and by creating increased sanctions 

and numerous remedies to deal with unlawful activities’ (USA Government, 1970). It became 

a requirement for explosives to be marked with manufacturer name, explosive type and a 

date or batch code (Seman et al., 2019). These markings were to be in the immediate 

wrapping around the explosive to serve as an identification taggant to track and identify the 

sale of undetonated explosives. However, the identification of explosives post-detonation 

posed a particular challenge, which required a forensic recovery of the residues.  

 

Figure 5: Identification taggants history timeline in the US (source: Seman et al., 2019). 

 

Five significant factors were considered as particularly relevant, as follows: 

1. The taggants could be recovered as residue in post-blast debris. 

2. The survivability of taggants could ensure information encoding after the explosion. 

3. The amount of information stored within the taggant was relevant. 

4. Taggant-explosive compatibility (e.g., chemical reactivity). 

5. Cost. 
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The first taggants developed were radiological. Active isotopes were added to explosives 

and these allowed rapid recovery. However, the potential health hazard in exposing people 

to radiation brought about additional regulations (Seman et al., 2019). As a result, research 

subsequently focused on chemical taggants, including the use of different ethanol 

concentrations of rare earth salts and physical taggants.  

In the 1980s a physical taggant was eventually developed by the 3M Corporation, which 

comprised layers of coloured plastics stacked together, and considered as a viable 

candidate. The technology was subsequently acquired by Microtrace Solutions LLC, and 

taggants were used for brand protection and anti-counterfeiting purposes. The term 

'taggant' was subsequently developed from the trademarked name ‘Microtaggant® 

Identification Particles’ (MIP) for a variety of applications (Microtrace Solutions 2023). 

Generally, there are now two main types of taggants included in explosives. Firstly, to help 

detect the potential presence of a bomb, bullets or construction explosive used for example 

during the screening of luggage at an airport. Secondly, to assist law enforcement 

investigate the detonation of a bomb. 

4.2 Artificial Taggant Types, Properties and Uses 
The main characteristics and properties of artificial taggants are as follows: 

• Contain unique encoded chemical and/or materials or chemistries. 

• Distinct physical and chemical properties to meet its specific requirements. 

• Behave as virtual fingerprints. 

• Used covertly, for example by law enforcement to track commodities. 

• Used overtly, to deter potential theft, adulteration or substitution. 

• Detected with basic, low-cost or low complex equipment, which facilitates the real-

time, in-situ verification of a taggant’s presence or absence. 

• The taggants should be complex and difficult to replicate or duplicate. 

• Taggants act as permanent markers. Although, in the mining, minerals and metals 

industry they might be destroyed during mineral processing, refining and smelting. 

• Negligible or low manufacturing costs. 

• High encoding capacity. 

• Non-destructive modes of detection. 

• Chemically inert (unreactive) 

• Non-toxic. 

• Non-radioactive. 

Artificial taggants are now commonly used for a variety of purposes, which include the 

following (  

https://www.microtracesolutions.com/solutions/implement-independently/microtaggant-identification-particles
https://www.microtracesolutions.com/solutions/implement-independently/microtaggant-identification-particles
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Table 4): 

• The tracking of a variety of commodities, including technology items (e.g., phones 

and laptop computers) and consumer products (e.g., food). 

• Permanent markers used in staining currency for tracking theft during Cash and 

valuables in transit (CViT). 

• Firearm and cartridge casing coatings to establish their handling. 

• Custom holograms in medical and currency industries. 

• Thermochromic* inks in consumer packaging, product labels and safety warnings. 

• Tamper evident construction labels and tapes. 

• Invisible barcodes. 

• Watermarks for digital assets. 

• Laser marking for information writing directly onto internal layer of seals or labels. 

• Electronic tracking using frequency identification (RIF). 

• Money and banknote authentication. 

• Tax stamp authentication. 

• Banknote authentication. 

• Anticounterfeiting (e.g., alcohol, cigarettes, and pharmaceuticals). 

• Construction, engineering and building materials. 

4.2.1 Artificial Taggant Restrictions 
Manufacturers of taggants might consider their products to be versatile and adoptable for 

various applications. However, their commercial usage is generally restricted to the 

following (Gooch, Daniel, et al., 2016):  

 

• Property marking: Taggants specific to valuable items such as vehicles and 

electronics. The functional materials* involved are usually invisible without optical 

devices. Selectamark® has been extensively working in this sector by incorporating 

chemical etching and Deoxyribonucleic acid (DNA) taggant solution. 

• Anti-counterfeiting: Predominantly used in industries such as pharmaceutical, 

currency and clothing and conventionally using barcodes and hologram technology. 

• Tracking: This requirement is of prominence within the hazardous chemicals, illegal 

drugs and explosives industry.  

• Monitoring: These taggants are applied onto exterior surfaces of private or 

commercial commodities, or items of value (e.g., watches and vehicles). Easily 

transferrable inks or dyes onto the surface of items can be used to provide evidence 

of possession in the event of a crime such as theft. 
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Figure 6: Example of anticounterfeiting taggants on currency notes (source: Arppe & Sørensen, 

2017). 
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Table 4: Classification of anti-counterfeiting taggants based on characteristics and function (source: 
Arppe & Sørensen, 2017). 

Approach Taggant Detection Method of encryption 

Substrate structures (cloneable) 

Hologram (in 
material) 

Hologram Visual Restricted access to printing 
technology 

Watermark (in 
material) 

Watermark Visual Materials, high precision and 
complexity of printing 
technology 

Graphic tag: 
engraved (in 
material) 

Microdot with text or 
coloured stripes 

Visual or low-
magnification tags 

Microscopic, physical 
characteristics and availability 

Fluorophore-dyed 
particles or fibres with 
photobleached QR- or 
barcode 

Fluorescence* 
imaging and 
confocal microscopy 

Microscopic, physical 
characteristics and 
composition 

Laser written, photoactive 
tags 

Graphical tag: 
microfabricated (in a 
material) 

Striped nano or 
microwires by alternating 
materials 

Imaging and 
fluorescence 
imaging 

Microscopic, physical 
characteristics and 
composition 

Photonic crystals Visual Colour, responsive to 
magnetic field 

Surface tags (cloneable) 

Printed tags: (on 
surface) 

Colorimetric inks Visual Colour, thermal change 

Fluorescent inks Fluorescence 
imaging and mass 
spectrometry 

Colour, composition, 
excitation wavelength and ink 
availability 

Lanthanide inks 

Upconverting 
nanophosphor inks 

Qdots or Cdot inks 

Structured surface 
(on surface) 

Plasmonic surface or 
Raman probe 

Raman imaging Composition and graphical  

Embedded tags (cloneable) 

Molecular tags (in 
material or on 
surface) 

Nucleic acid tag Sequencing and 
fluorescence 
imaging 

Sequence, colour and length 

Peptide tag Mass spectrometry Sequence and length 

Polymer tag Mass spectrometry Sequence and length 

Lanthanide tag Elemental analysis Composition 

Thermal tag and phase 
change nanoparticles 

Calorimetry Composition 

Random patterns (physical unclonable functions) 

Random 2D pattern 
(in material or on 
surface) 

Intrinsic surface topology 
of the product 

Surface Scattering  Random surface topology 

Spherical cholesteric 
liquid crystals 

Reflection Random optical pattern 

Randomly distributed 
nanostructures 

Fluorescence 
imaging, Raman 
imaging and current  

Random pattern, area, number 
of pixels and position 

Random 3D pattern 
(in material or on 
surface) 

Scattering speckle token Scattering Random pattern, laser 
wavelength, and angle and 
relative position 

Fingerprint textures Imaging, Raman 
scattering* and 
fingerprint minutiae 

Random pattern, position, type 
and direction 
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4.2.2 Forensic Taggants 
Forensic taggant technologies are used to prevent criminal offences by associating a 

commodity with a unique piece of information. Nanotechnology has greatly helped in 

forensic investigations in the fields of toxicology biology, questioned documents and 

fingerprint detection. However, one challenge with nanomaterials is achieving a consistent 

production with the desired surface characteristics on a large scale. Most of the existing 

nanomaterials either encrypt information or use naturally occurring randomness.   

 Physical  
Physical taggants comprise materials with different properties such as solid particle size, 

appearance and structure (Gooch, Daniel, et al., 2016). A larger and optimised surface is 

necessary since encoding capacity is greatly dependent on it. The built-in codes need to be 

analysed using visual methods such as low-power microscopy. However, owing to their 

relatively larger particle sizes, they cannot be used for covert operations. Examples include 

‘Microdots*’, which contain micro-sized photographic information that can be revealed 

through optical magnification. Datadot® and Microtrace® (Figure 7) use microdot 

technology by incorporating different inks or varnishes (Microtrace Solutions, 2023). Some 

taggants consist of small plastic particles each made from materials of different colour. They 

are attached in differing sequential layers to produce specific designs (3M Security 

Solutions, 2023). 

 
Figure 7: Uniquely encoded Microtrace taggants (source: Microtrace Solutions, 2023).  

   

  Spectroscopic  
Spectroscopic taggants involve a combination of materials with varying optical properties. 

These are combined to produce a unique sequence of intensities and emission wavelengths 

(Gooch, Daniel, et al., 2016). Non-toxic organic dyes with fluorescence properties in 

different regions of the visible spectrum are substantially used. Companies such as 

Luminex® are at the forefront of such taggant materials and they use a combination of 

cyanine, phthalocyanine and squaraine-based fluorophores. 

Inexpensive and widely available materials lead to a higher chance of illegal manufacturing 

of the taggants. Organic dyes also exhibit broad spectral emission overlap, short 
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fluorescence times and sensitivity to photobleaching*. This leads to increased 

manufacturing requirements, insufficient detection time and unsustainable material 

utilisation. Research is concentrating mainly on overcoming these disadvantages and 

preparing more sophisticated optical materials with elements such as rare earths, as their 

optical properties are extremely difficult to duplicate (Gooch, Daniel, et al., 2016).  

Colorimetric and fluorometric methods have been widely used for currency 

anticounterfeiting. A group of conjugated polymers known as polydiacetylenes (PDA), with 

their alternating ‘ene’-‘yne’ structures, provide novel structural and optical properties. 

  Chemical  
Chemical taggants are similar to spectroscopic taggants. However, these tend to be 

encoded with a unique sequence using a set of tracers, which may either be present or 

absent from the mixture as a means of encoding. Examples include the UK’s largest 

manufacturer of forensic marker technology, SmartWater® and SmartSpray®, utilises rare-

earth elements, which are identified by their concentration through laser ablation coupled 

with plasma mass spectrometry (LA-ICP-MS). Authentix® uses isotopic components as 

chemical markers for authentications of fuels, consumer products and agrochemicals 

(Authentix, 2023).  

  DNA  
DNA taggants use the coding ability of deoxyribonucleic acid (DNA). A range of methods 

have been developed for the storage of non-genetic data within DNA molecules. 

Manufacturers such as Selectamark Security Systems® (Figure 8) (Selectamark Security 

Systems, 2023), TraceTag® (TraceTag International, 2023), Haelixa (Haelixa, 2023) and 

Applied DNA Sciences® (Applied DNS Science, 2023) produce forensic marking agents that 

can infer identity via the use of unique oligonucleotide* sequences. DNA Gensee has been 

working on a metabarcoding technology which constitutes of DNA extraction, polymerase 

chain reaction amplification and sequencing using patented molecular tools. It allows them 

to search for the tiniest traces of DNA at the heart of a product. The technology can hold 

relevance in this project however, the scope is outside our area of expertise.   

A significant portion of the current taggant research is aimed at developing chemical anti-

counterfeiting taggants, their optical readout methods and the implementation of these 

taggants in the respective supply chains. The advantages and disadvantages of forensic 

taggants are summarised on Table 5. 
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Figure 8: DNA based taggant products (source: Selectamark Security System, 2023). 

Table 5: Advantages and disadvantages of commercially available forensic taggants (source: Gooch, 
Daniel, et al., 2016). 

Coding Type Advantages Disadvantages 

Physical 
Simplistic analysis  
Inexpensive 

Limited coding capacity 
Less covert 

Spectroscopic 
Simplistic analysis  
Inexpensive 

Subject to counterfeiting 
Limited coding capacity 

Chemical 
Analysis sensitivity 
More covert 

Prone to misidentification 
Incomplete recovery 

DNA 
High coding capacity 
Low toxicity 

Expensive analysis 
Possible degradation 

 

4.2.3 Existing Taggants 

 Barcodes and barcode particles 
The commonly used fabrication techniques for barcode particles include 

photolithography*, chemical synthesis, moulding and microfluidics (Appendix II). Barcodes 

use specific chemical, physical, optical and morphological properties. However, the 

morphology has so far been limited to spherical shapes and smooth surfaces. Most 

manufacturing techniques are expensive, time-consuming and labour intensive. As a result 

of this, the use and scale-up of barcodes have been limited (Rao et al., 2004).   

Nano-photonics 

Nano-photonics* are being extensively used for the microfabrication of barcodes. This 

technology has found application in combinatorial chemistry where several chemical 

reactions take place on micron-sized structures. A research group at the University of 

Southampton (Banu et al., 2005) has been successful in manufacturing micron-sized SU8 

(epoxy based negative photoresist) barcodes encoded with diffraction gratings. They can 

be detected by illuminating them with laser in a microfluidic channel. Several million distinct 

barcodes are possible with this technology.  
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The fabrication procedure used is called ‘photolithography’ or ‘photochemical machining’ 

(Appendix II). The end products were designed to carry a periodic pattern capable of 

detection via observation of field diffraction pattern. The factors which determine the 

encoding capacity are bar lengths and laser wavelength capacity. However, one limitation 

of this technique is the resolution that can be achieved by photolithography.  

Pollen 

The flowers of seed plants produce a powdery substance called pollen*, which comprises 

genetic information needed to fertilise a plant. Most pollen grains range from 10 to 70 µm 

in diameter. They have been used as intrinsic marker systems for geolocation and 

provenance determination. 

A high demand for barcoding particles has been observed in the biomedical industry 

(Wang et al., 2020). Researchers from Fudan University and Southeast University, China, 

integrated quantum dots (QDs) into natural biomass sunflower pollens using a layer-by-

layer (LbL) deposition process (Wang et al., 2020) (Figure 9).  

 
Figure 9: (a) preparation of QD coated pollens using layer by layer (LbL) deposition process. (b) 
Probe binding, target-probe interaction, fluorescently labelled detection (source: Wang et al., 

2020). 

 

This demonstrated a novel approach, which made use of the prickly surface morphology of 

the pollen. Pollen grains are micron-sized, robust in maximal conditions and abundant. The 

prevalent optical method requires employment of fluorescent dyes. Conventional organic 

or inorganic dyes are prone to photobleaching, require multi-photon lights, and experience 

property alteration due to fabrication related quenching. QDs are well known for 

overcoming all these intrinsic issues and also allow a broad absorption spectrum, high 

quantum yield*, and narrow emission spectra.  

The pollens underwent calcination treatment* for background autofluorescence* removal. 

Furthermore, they were layered with polyelectrolyte (PE) film layers and cadmium selenide 
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(CdSe). QDs were introduced into this film through a layer by layer (LbL) deposition process. 

Multi-coloured barcodes can be generated by depositing varied shapes and sizes of QDs.  

  Photonic nanocrystals, QD, fluorophores, lanthanides, nanophosphors 
With the steady rise in counterfeits, a broad range of nanoparticles (NPs) such as metallic 

NPs, organic dyes, QDs, lanthanide-doped NPs have been widely investigated for 

anticounterfeiting. Amongst them, lanthanide doped up-conversion NPs (UCNPs) have 

been found to be one of the most efficient for the ease of tunability of optical properties. 

Some of the characteristics to be considered when selecting optical materials for 

anticounterfeiting are as follows: 

• Easy control of abundant optical states to carry authentic information. 

• Optical characteristics such as absorption, reflection, fluorescence and scattering. 

• High photoluminescence* quantum efficiency (PLQE). 

• Exhibit covert-overt transformation on tuning photonic bandgaps. 

A range of the NP geometries include QDs, nanorods (NRs), nanoplatelets (NPLs) and other 

heterostructures* (e.g., dots-in-dots, dots-in-rods, dots-in-plates) (Hines & Guyot-Sionnest, 

1996). This class of material is diverse due to its multi-faceted fabrication steps and includes 

organics, aqueous media, cation exchange reactions and polymer-assisted synthesis. They 

have proved to be successful but are limited by their use of rare-earth elements and toxic 

elements such as cadmium, mercury and lead. Visible, infrared (IR) range of spectral 

radiations can also be obtained using heavy-metal-free materials (Figure 10). The 

questionnaire responses (chapter 3.2.1) corroborate the toxic elements in Figure 10 (e.g., 

Cd toxicity). 

 
Figure 10: Emission wavelength range of commercially used materials (source: Q. Grim et al., 

2015). 
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Photonic nanocrystals 

Photonic nanocrystals (NCs) have an internal periodic dielectric structure. Due to the 

repetitive variation in refractive index (RI), it allows or prohibits the propagation of certain 

electromagnetic waves. For instance, researchers from the Ulsan National Institute of 

Science and Technology, Korea (Nam et al., 2016) effectively proposed a novel and cost-

effective fabrication (using ink-jet printing) technique for silica-based (500nm diameter) 

mono-layered, self-assembled photonic crystal (SAPC). With this procedure, they were able 

to overcome the cost/time-ineffectiveness of top-down manufacturing techniques like 

photolithography, two photon patterning and direct-writing assembly. The NPs exhibited 

structural colouration by controlling the light illumination and the background. There are 

significant research and investigations on inkjet printers for structural colour patterns (Singh 

et al., 2010; Yakovlev et al., 2016; Park & Moon, 2006). Inks containing monodisperse CdS 

spheres were printed on paper and exhibited different colouration depending upon 

viewing angle (Figure 11) (S. Wu et al., 2017). 

 
Figure 11: Illustration of CdS spheres printed on paper using inkjet printers (source: S. Wu et al., 

2017).  

With this technology, no external stimuli (such as, light, temperature, electricity or magnetic 

field) are required for proving authenticity and the print remains in its original form. The 

durability tests, spanning six months, also generated promising results with reflectivity 

remaining absolutely unchanged. Mesoporous silica nanoparticles (Bai et al., 2014) and 

polymer nanoparticles (P-X Wang et al., 2016) exhibit similar characteristics depending on 

vapour absorption, which alters its refractive index. Not only does this method allow ease of 

detection with the naked eye (by viewing at different angles), non-compulsory external 

stimuli but, the ability to observe moisture ingress as well (Figure 12). 
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Both CdS and CdSe release toxicity into the soil owing to the poisonous Cd. Therefore, 

several industries do not permit their processing (as observed in 3.2.1.1). Quantum dots 

made of CdSe are valuable in photonics, serving as single-photon sources, dopants for fibre 

sensors, sensitizers for photovoltaic cells, and luminescent markers for biomedical research 

(with the quantum dots sometimes fabricated with a shell of zinc sulphide to reduce toxicity). 

Many of these uses require only small quantities of the quantum dots. These materials hold 

a lot of potential and therefore their usage requires more proactive research in to whether 

they will be a problem when they enter the environment.  

 

 
Figure 12: Invisible QR codes obtained using CdS spheres (source: S. Wu et al., 2017) 

Metallic nanoparticles 

Metallic NPs* exhibit an absorption spectrum depending on their surface structure and 

surface plasmon resonance* (SPR). On excitation, electrons jump from their valence band 

to a higher energy orbital called the conduction band. The collective oscillation of all the 

conduction electrons in resonance with the electric field produced by polarised, incident 

light is referred to as the SPR. For example, gold NPs and silver NPs respond to specific 

wavelengths depending on their morphology (Lin et al., 2018). Moreover, these gold 

nanorods and nanospheres also exhibit a photothermal* effect depending on their shape 

and size. Due to excitation of electrons by incident light, some materials generate thermal 

energy and these specific heat signatures can be detected and imaged by an infrared 

camera (Kang et al., 2018).  

Semiconducting nano particles 

Semiconducting nanoparticles (Figure 13) exhibit the highest range of nanomaterials to 

select from as they include all the III-V and II-VI combination of elements from the periodic 
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table (Xu et al., 2017; Jiang et al., 2016). They have multiple energy labels at conduction 

and valence bands and exhibit both Stokes* and Anti-Stokes* shift (Appendix III).  

Silicon nanotechnology has opened up opportunities in the fields of biology, electronics 

and energy in the form of silicon NPs (SiNPs), silicon nanowires and nanoribbons. 

Investigation using zero dimensional fluorescent SiNPs has yielded interesting results. 

Silicon is the second most abundant element on Earth and is known for negligible toxicity 

however, expensive and/or toxic silicon precursors are generally needed (Y. Wu et al., 2016; 

Q. Li et al., 2013). Since illegal extraction of SiO2 is widespread and is damaging to the 

environment, it could be beneficial to consider biological precursors. Research has revealed 

that surface ligands* (e.g., N-H groups, diphenylamine, cyanine dye series and carbazole) 

on SiNPs produce a large impact on its fluorescent properties. Nonetheless, it is quite 

difficult to control its emission spectrum. Through experiments, distinct excitation 

wavelength dependent photoluminescence (Appendix IV) has been successfully obtained 

by introducing oxidised indole* derivatives on SiNPs (Q. Li et al., 2013). This was realised 

through photoluminescent energy measurement and time correlated single photon 

counting (TCSPC). Indole usage is advantageous since its optoelectronic module 

application proves its biocompatibility and high photoelectric activity (Hines & Guyot-

Sionnest, 1996). Research into thermal decomposition and magnesiothermic* reduction has 

been utilised to manufacture SiNPs (10-40 nm) from rice husk (Liu et al., 2013). Silicon from 

Gramineae* plants (e.g., rice husks, sugarcane bagasse and wheat straws) can be altered 

into SiNPs (4 nm) with a high quantum yield of 15%, exhibiting strong fluorescence under 

microwave radiations. 

 
Figure 13: (a) Photonic crystals alter motion of photons due to its periodic dielectric structure; (b) 

metallic NPs are selective with their absorption and scattering wavelength; (c) semiconducting NPs 
exhibit Stokes shift and Anti-Stokes shift (source: Ren et al., 2020). 
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Polymer hosts doped with semiconductor NPs bring together the processing characteristics 

of polymers and fluorescence properties of semiconductors (Table 6) (Rajeshwar et al., 

2001). There exists a comprehensive batch of such materials (in the form of inks) that can be 

patterned using inkjet printing. However, in-situ fabrication of QD NCs is still a challenge. 

Semiconducting QDs exhibit excellent optoelectronic properties owing to; size-dependent 

quantum confinement effect and Stokes shift as a consequence of overlap between 

emission and absorption spectra (Yan et al., 2022). Therefore, detection strategies can often 

yield incorrect output as resonance energy transfer (RET) causes reabsorption. 

Nevertheless, doping can enhance their inherent properties. However, it comes at the price 

of rare-earth ions or other metals being used as optical activators. For example, Mn2+ doped 

QDs display emissions within the orange spectral window and a large Stokes shift (F. Li et 

al., 2017). Therefore, QDs can potentially have application in anticounterfeiting labels.  

Polymer dots* have received attention recently as a result of their remarkable brightness, 

great photostability, fast radiative rate*, and excellent biocompatibility, albeit their 

anticounterfeiting applications are under researched and untested. To date, their research 

has commercially extended to photothermal neuron activation and photoacoustic* imaging 

(Lyu et al., 2017; Lyu et al., 2016). Weik-Kai Tsai and co-workers (Tsai et al., 2017) developed 

a novel strategy for fabrication of a light-responsive fluorescent nanomaterial with 

photochromic spiropyran molecules integrated in semiconducting polymer dots. 

Spiropyran* derivatives were incorporated into polymer matrices and photo-switching 

efficiencies checked before application in anticounterfeiting (Tsai et al., 2017). However, 

polymer dot NPs have been specifically used for patterning onto flexible photonic and 

optoelectronic devices, barcodes and other consumer products such as pens and bicycles. 

Their potential applications in anticounterfeiting within the mineral supply chain requires 

further research. 

Upconversion nanoparticles 

Rare-earth NPs exhibit upconversion (UC) luminescence* due to the ease of 4f orbital 

transitions thereby minimizing outer ligand field effect* (Bünzli, 2010; Auzel, 2004; Rathaiah 

et al., 2015). 4f shells in the atomic structure of elements do not feel the influence of the 

nucleus due to shielding caused by inner electrons. This results in easy movement of 

electrons leading to radiation exchange (sometimes in the form of fluorescence). Rare earth 

matrices generate UC luminescence in the violet to near-infrared region under constant 

wave excitation at 980 nm. 

For bio-imaging, fluorescent probes play an important role in labelling molecules of interest 

and fluorescence amplification. Most probes to date have involved QDs, fluorescent 

proteins, organic dyes and metal complexes. However, these materials use one-photon 

excitation which have a few limitations, which includes (a) DNA damage, (b) low signal-to-

noise (SNR) ratio due to background autofluorescence, and (c) low penetration depth. Rare-

earth upconversion nanophosphors have proved to be useful in bio-imaging for their large 

penetration depth and absence of background fluorescence (L.-Q. Xiong et al., 2009; L. 

Xiong et al., 2009). Particularly, lanthanum-doped, upconversion nanoparticles (UCNP) have 

a longer life, sharp emission lines, large anti-Stokes shift, non-blinking and higher 

photostability. These materials include an inorganic host, sensitizer and activator. The host 

matrices are usually oxides, halides (fluorides, chlorides, bromides and iodides), 

oxysulfides, vanadates and phosphates.   
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Table 6: Different optical NPs with potential usage in anticounterfeiting (source: Ren et al., 2020). 

 Nanomaterials Advantages Disadvantages Optical Encoders 

Photonic Nanocrystals 

SiO2 NPs, CdS NPs, 
polymer NPs, metal 
oxide NPs 
  
  

Unique colours, 
unlimited codes 

A complex 
fabrication process 
for each code 

Structural colour based 
on viewing angle 
Solvent vapor/swelling 
responsive colour 
Viewing angle 
dependent fluorescence 
enhancement 

Metallic Nanoparticles 

Au NPs, Ag NPs 
High stability, easy 
synthesis 

No visible optical 
features to the 
naked eye as 
anticounterfeiting 
marks 

Absorption spectrum 
Photothermal effect 
Scattering light 

Semiconducting Nanoparticles 

Silicon NPs 

Biocompatibility, high 
stability, can be 
obtained from 
biomass 

Harsh conditions, 
specific equipment 
required to obtain 
nanocrystalline 
crystals 

Stokes emission 

Quantum dots (CdS, 
CdTe, 
CdS/ZnS/ZnS:Mn2+/ZnS 

Photostable, 
tuneable, excitation 
and emission spectra, 
the narrow emission 
band 

Photo-blinking, 
cytotoxicity 

Stokes emission 

Carbon/graphene dots 

High quantum yield, 
low toxicity, low cost, 
enables multimode 
emission, long lifetime 
value, can be 
obtained from 
biomass 

Fluorescence 
mechanism is not 
clearly understood, 
the long-lived 
phosphorescence 
depends on special 
substrates 

Stokes emission 
Anti-stokes emission 
Long persistence 
phosphorescence 

Perovskite (APbX3 and 
its hetero-structure, A 
=Sc or CH3NH3, X = Cl, 
Br, I) 

Tuneable emission 
wavelength, narrow 
emission peak, 
temperature-
responsive, enables 
multimode emission 

Poor stability in the 
humid environment 
usually contains 
hazardous ions (e.g., 
Pb) 

Stokes emission 
Anti-stokes emission 

Polymer dots 
Photostability, 
structural stability, 
eco-friendly 

Relatively broad 
emission peak, poor 
in morphology 
control 

Stokes emission 

Upconversion Nanoparticles 

REE NPs 

Photo stability, high 
penetration depth, 
longer life, absence of 
background 
fluorescence, sharp 
emission lines 

Complex process, 
costs not know and 
real-time in-situ 
applications may be 
limited. 

Anti-stokes emission 
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The typical host fluoride crystal structures are NaYF4 and CaF2 (Chen et al., 2012). Their 

dominant characteristics include good chemical stability, low phonon energy, and their 

ability to be doped with lanthanide through cationic exchange*. Synthesis processes such 

as thermal co-decomposition method, high temperature co-precipitation method, have 

matured and allow size and morphology control. With alteration between a combination of 

lanthanide ions as sensitizers and activators with their abundant energy levels, the optical 

diverseness is enormous. As a result, their application in anticounterfeiting measures offers 

new possibilities (Han et al., 2016). The complication arises due to need for drastic synthesis 

scale-up. Currently the aforementioned techniques yield less than 100 mg of the final 

product for every batch. This enhances the drawback with reproducibility of UCNP 

production (Figure 14). 

Recently, there has been substantial development of large-scale synthesis processes such 

as a facile hydrothermal method and solid-liquid thermal decomposition. However, the 

main issue is  of scarce starter materials and their high prices (Yao et al., 2016). 

 
Figure 14: UCNP controlled synthesis (source: Xu et al., 2017). 

 

 Physical unclonable functions 
For the protection of consumer products, radio frequency identification tags (RFITs), 

holograms and chemical tagging have been significantly used in livestock, equipment and 

asset tracking. However, due to the cloneable attribute of the existing technology, research 

has concentrated on combining optical readout, pattern recognition, encrypting data and 

storing information. This has led to development of anticounterfeiting taggants called 

physical unclonable functions (PUFs) (Arppe & Sørensen, 2017). PUFs combine layers of 

distinct materials with specific characteristics. Each layer is to contain unique information in 

the form of random codes obtained through a digital process (Figure 15). 
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Figure 15: Multiple layered particles with different physical characteristics in each layer (source: 

Gooch, Daniel, et al., 2016).  

 

A high encoding capacity can be achieved by having a greater encoding area. Instead of 

imprinting unique information, if present technology permits, different materials can be 

randomly deposited onto a specific layer following a stochastic* process. 

Figure 16 describes the production process of a PUF key. Researchers have successfully 

synthesized six taggants each with a distinct optical response and embedded all of them 

into the same tag (Arppe & Sørensen, 2017). The tag comprised of substrate, a taggant layer 

and a top coating. The sequence followed for allocation of these six taggants within the tag 

is a result of a stochastic process and the encoded information can be decrypted in 1D or 

2D. Decoding produces results regarding either the presence or absence of taggants as a 

result of their chemical response to external stimuli. The PUF key is fully functional once the 

optical readout has been well-established. Of the other PUF keys reported in literature, a 

stochastic sequence of luminescent inks or dyes (or, barcodes) seem convincing. The 

stability of both the PUF key and the readout, alongside multiple colours to yield multiple 

responses are deterministic factors.  

A weak PUF was realised by producing a multilayered plasmonic tag on a standard 

microscope glass slide (Yao et al., 2016). On deposition of zinc oxide, silver and 

polyvinylpryyolidone (PVP), the silver layer exhibits low adhesion and zinc oxide deposition 

degradation take place conjointly. The label can be authenticated by comparing images 

taken by smartphones with recognition software. The low cost tagging mechanism lacks the 

higher authenticity control achieved by spectroscopic taggants.  

Also, refining of oxide-based minerals requires them to undergo reduction through 

elevated temperature reactions. Along with reduction of the mineral, zinc oxide in the 

taggant will reduce to zinc and allow its ingress into the mineral or the minerals ingress into 

the PUF lattice. Not only does this constitute a loss of chemical and physical properties of 

the added marker, but it could contaminate the mineral. 

Not to scale 
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Figure 16: Synthesis of a PUF key (source: Arppe & Sørensen, 2017). 

 

Silicon chips in transistors are prone to counterfeiting, tampering and information leakage 

through side channel attacks (such as, by measuring power consumption, electromagnetic 

radiation and timing. Silicon PUFs make use of process-variation induced mismatches. 

Therefore, they are vulnerable to environmental factors and noise. Self-assembled carbon 

nanotubes (CNTs) deposited onto HfO2 has found application as the channel material of 

transistors (Figure 17). The alternative is hard-to-forge and low-cost. However, limited 

semiconducting purity and non-ideal assembly inhibits its ready usage in the field. This 

technology enables a new operating principle for hardware security beyond conventional 

PUFs.  
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Figure 17: (a) Self-assemble of CNTs in HfO2 trenches in a monolayer. Self-assembly is realised 
through ion exchange, (b) Randomly connected 2D CNT array (source: Q. Li et al., 2021). 

 

 Plasmonic structures 
Localised surface plasmon resonance (SPR) is characteristic of constituting materials and 

surrounding conditions. Gold NPs have been observed to self-assemble due to LSPR and 

have shown great potential in photoelectronic devices, flexible electronics, and others. 

Core-shell NPs were proposed as electrodes for anticounterfeiting in the electronics 

industry. Core-shell NPs were introduced intentionally and unintentionally into 

microelectronics (specifically electrodes of different semiconductors such as GaAs, GaN). 

Figure 18 exhibits detection of these NPs using scanning electron microscopy (SEM), atomic 

force microscope (AFM) and dark-field microscopy image of an electrode. Some commonly 

used electrodes exhibiting good plasmonic properties include gold, copper and aluminium 

owing to their high conductivity (Q. Li et al., 2021).  
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Figure 18: (a-c) SEM, dark field microscopy and AFM image of metal electrode. (d-f) SEM, dark field 
microscopy and AFM image of annealed electrode. (g) Close up SEM and chemical composition of 

hemispherical core-shell NPs (source: Q. Li et al., 2021). 

4.2.4 Other Techniques 

 Raman spectroscopy 
To reduce the production and circulation of counterfeits, some of the present taggant 

technologies are being examined using Raman spectroscopy (R. Li et al., 2016; Zhou et al., 

2014). As with the spectroscopic methods, the compounds are prepared to have a distinct 

spectral fingerprint. The shift takes place from absorption of light energy to analysis of 

spectral radiation owing to inelastic scattering of monochromatic laser light.  

The sensitivity of detection of tracer components can be further increased through Surface 

Enhanced Raman Scattering (SERS) by directly conjugating Raman-active compounds to a 

number of metallic NPs. Researchers have designed a coding technique to use the NP 

characteristics beyond fluorescence by extracting the discrete melting temperatures of a 

solid particles panel within a taggant mixture to produce a unique thermal barcode (Natan 

et al., 2007). Differential scanning calorimetry (DSC) can be used to detect the presence or 

absence of these ‘phase-change’ NPs in a linear thermal scan, which generates a melting 

point peak for each component (Duong et al., 2014). Nonetheless, only a very small portion 

of NPs have been developed for this purpose (Hyun et al., 2014).  
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 Synthetic polypeptide sequences 
Developments with synthetic polypeptide sequences have been successful (Gooch et al., 

2015). Since the 1980’s, the usage of uniquely ordered amino acids has been considered to 

be a plausible solution to inferring identity (Kydd, 1982). An oil-based medium constituted 

of hydrophilic peptide molecules is applied onto the surface of an object. As a result of 

illegal handling, the reagent is transferred onto the offender. Detection is carried out by 

fluorescence tracers. These hydrophilic peptides are then isolated from the medium using 

liquid-liquid extraction, which allows their mass and sequence to be determined by 

electrospray ionisation mass spectrometry (ESI-MS) (Figure 19). 

 
Figure 19: Peptide based taggant and its analysis (source: Gooch, Daniel, et al., 2016). 

 

Peptide taggants have proved to be advantageous as a substitute for single-component 

biomolecular coding over DNA based marking systems. Polypeptide chains have a 

significantly greater statistical coding capacity, due to the 22 different natural amino acids 

that may be used as individual sequence units (DNA only has four). Some researchers have 

specified that 10 amino acids can code up to 4 x 1013 distinct sequences (Hyun et al., 2014). 

ESI-MS techniques are also quicker and are becoming exceedingly portable. In terms of 

cost, polypeptides can be synthesised at low cost, are environmentally friendly and 

comparatively inert. Chemical modification can bring about even higher stability (Nam et 

al., 2016). 

  Aerospace materials 
Aerospace grade materials exhibit high performance characteristics, such as high strength 

to weight ratio, durability, and ductility. For instance, titanium alloys display promising 

characteristics and their 3D printing, albeit costly, is a widely accepted manufacturing 

process. Its properties of very high strength, corrosion resistance, high melting point and 

low thermal expansion may be relevant to the production of a taggant. However, there is no 

evidence of titanium taggants being researched or possessing spectroscopic properties 

(e.g., fluorescence) (personal communications, Dr Rong Lan, Coventry University, UK). 

  Non-optical detection  
In addition to spectroscopic characteristics, other properties that could be used for 

detection are as follows: 

• Electricity, piezoelectricity* (whereby mechanically stressed materials produce 

electricity). 

• Magnetism. 

• Sound-light interaction with matter. 
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 Tailorlux fibres 
Tailorlux GmbH, located in Münster, Germany, helps companies ensure transparency in 

supply chains, circularity, and product protection. Their method uses scalable near infra-red 

and visible (NIR/VIS) spectroscopy to detect the chemical fingerprint of materials or create 

unique signatures with individual markers. These markers can be integrated into raw 

materials or products and read reliably with handheld sensors in the field. 

The markers are available as dispersions, masterbatches, or individual fibres for easy 

industrial integration. Alternatively, their application uses intelligent dispensing systems, 

generating initial data for digital twins. These markers are invisible to the human eye and do 

not affect the marked material. They are resistant to high temperatures, pressure, 

mechanical impact, and harsh chemicals, remaining readable even if the product degrades 

or burns. These markers can also serve as forensic evidence in destructive analysis methods. 

Since the marking is flexible it can be integrated into many products, for example; 

automotive, PCBs and electronics, leather, security prints, fibres and filaments, glue, glass, 

foams. 

4.3 Existing Taggants and MaDiTraCe  
A summary of available taggants is provided in Table 7, giving the advantages and 

disadvantages and potential applications for MaDiTraCe. Unfortunately, none of the 

existing taggants seem to be directly and readily transferable to track minerals and metal 

commodities. This is primarily since they already contain components such as particular 

metals, minerals, rare earth elements etc., which could compromise the integrity or 

perception of the materials being tracked, or, they are not cost-effective or require 

sophisticated or complex detection techniques. However, the following warrant further 

research: 

• Silicon NPs: Silicon NPs obtained from biomaterials could be relevant for 

MaDiTraCe, but require spectroscopic characteristics. Moreover, Silicon based slags 

are used as part of smelting processes to remove impurities (e.g., gangue minerals). 

Therefore, the usage of silicon NPs as a taggant could potentially impart the 

additional benefit of easy removal during melting. However, the extraction of silicon 

from bio-resources to produce NPs could be a complex, costly and time-consuming 

process. 

• Carbon nanotubes (CNTs) and carbon nanowires: The applicability of CNTs and 

carbon nanowires in the minerals and metals sector requires further research and is 

limited by the present technology readiness level (TRL). Current production methods 

of graphene are very expensive, energy and resource intensive and the production 

rate is low. Moreover, mining of natural graphite is limited by the dust emissions, 

water and soil contamination due to run-off and contamination of storage facilities it 

causes. However, the amounts needed for tracking are far smaller than batteries, and 

the amount being mined is rapidly increasing because of increasing battery 

requirements 

• PUF keys: The technology outlined by PUF keys are potentially promising for 

MaDiTraCe. Nonetheless, advanced synthesis procedures require more 

investigation. 

• FTIR: Experimenting with the FTIR emission spectrum and fluorescence 

spectroscopy of pollen grains, as artificial tracers, could yield prospective results. 

However, this is likely to require biological and palynological expertise. 
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Table 7: Summary of new materials and technologies. 

Taggant 
Types 

Advantages Disadvantages Potential Application in MaDitraCe 

SU8 Barcodes. 
Theoretically millions of unique identifiable 
codes for particles as small as 50 microns in 
length are possible. 

Photographic resolution restriction. 
Semi-transparent nature of SU8. 
Signal to noise ratio very low. 

SU8 is expensive. However, nano-embossing 
technique can provide potential results. 

QDs in 
sunflower 
pollens. 

Prickly surface morphology of pollens. 
Pollens are robust in maximal conditions. 
Pollens are abundant. 

Broad absorption spectrum. 
High quantum yield. 
Narrow emission spectra. 

Mapping auto-background fluorescence of the 
pollen grains can provide promising results.  

Organic dyes 
(such as, 
cyanine, 
fluorophores). 

Organic dyes are non-toxic. 
Inexpensive. 
Widely available. 

Prone to photobleaching. 
Require multi-photon lights. 
Quenching alters properties. 
Insufficient detection time. 
Low signal-to-noise ratio (background 
fluorescence). 
Prone to illegal manufacturing. 

Application is currently limited by 
disadvantages.  

Si-based 
photonic 
crystal. 

Cost/time effective. 
Only requires light illumination & 
background control. 

Requires external light source. 
Insufficient data available.  
Requires experimentation.  

CdS spheres. 

Different colouration at different angles. 
No external stimuli needed. 
Reflectivity remains unchanged for long 
durations. 
Ease of detection. 
Invisible anticounterfeiting pattern. 

Only applicable to labels. 
Toxicity of Cd 

Understanding supply chain segments can help 
better understand the relevance of this 
technology in MaDiTraCe. 

AuNPs, 
AgNPs. 

Exhibit photothermal effect. 
Respond to specific wavelengths depending 
on morphology. 

Absorption spectrum depends on surface 
structure 
SPR dependent . 
Highly sensitive to grinding condition. 
Affected by unwanted contamination. 

Material is highly expensive. Material handling 
can cause issues such as AuNP absorption into 
human body and causing eye and skin 
irritation.  
  

Oxidised 
indole 
derivative on 
SiNPs. 

Si is the most abundant element on earth 
and indole is biocompatible.  
Si is relatively environment friendly 
(negligible environmental toxicity) 
Negligible human toxicity. 

Difficult to control emission spectra. 
Exhibit properties relevant to MaDiTraCe.  
Moreover, SiNPs can be derived from bio-
resources such as rice husk. 
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High photoelectric activity. 

QDs. 
Exhibit optoelectronic effect due to quantum 
confinement effect. 
Doping enhances characteristics. 

Small Stokes Shift. 
Often yields incorrect output. 
Needs REEs, which are expensive.  

Contains expensive and toxic materials (such as 
Cd2+). However, previous experimentation with 
doped CdS/ZnS QDs has displayed properties 
relevant to this project.  

Lanthanum- 
doped UCNP. 

Longer life. 
Sharp emission lines. 
Large Anti-Stokes shift. 
High photostability. 
Large penetration depth. 
Absence of background fluorescence. 

Expensive materials.  
Involves radiative loss during relaxation of 
excited electrons. 

Technology maturity needed in terms of size 
and morphology control. Very optically diverse 
but, cost and availability pose a big challenge. 
Offers new possibilities however, 
manufacturing procedures require significant 
scale-up. 

PUF key. 
High encoding capacity. 
Stochastic sequence of luminescent inks or 
dyes. 

Material dependent. 
Requires advanced synthesis processes. 

New and diverse technology with potential for 
MaDiTraCe. 

CNTs 
Difficult to forge. 
Low cost. 
Not vulnerable to environmental factors. 

Limited semiconducting purity. 
Non-ideal assembly.  

New operating principle. Mainly relevant in 
hardware security. Insufficient data on 
relevance to MaDiTraCe.  

Microtaggant® 
Identification 
Particles (MIP) 

Established as tracers. 
Ease of detection with hand-held sensors 
and microscopy 
Invisible to the naked eye. 
Cost-effective. 

Comprise metal elements. 
Particle shape and morphology may inhibit 
homogenous distribution and coverage. 
Limited research on applications for 
minerals and metals. 
Based outside the European Union. 

Further experimental research is required, 
following on from the work conducted by AHK, 
GTK and Microtrace solutions. 

Tailorlux 
GmbH 

Established as tracers. 
Ease of detection with hand held sensors. 
Invisible to the naked eye. 
Track record of being used to provide 
forensic evidence. 
Based within the European Union. 

Chemical composition to be determined 
and relevance for the tracking of minerals 
and metals. 
No previously used for minerals and 
metals. 
 

Experimental research recommended with 
AHK, GTK and Tailorlux GmbH. 
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4.3.1 AHK Preliminary Investigations 
AHK Technical Department conducted preliminary experimental investigations using 

‘Microtaggant® Identification Particles (MIP)' or 'taggants' that were supplied by Microtrace 

LLC based in the USA (Microtrace, 2023). Their composition and structure have been 

specifically engineered to allow the MIP to efficiently fluoresce under the influence of a UV 

light and to allow for the creation of customer specific products. The objective was to test 

the MIPs to determine if they could be added to a base metal concentrate, in bulk or as a 

laboratory sample, to facilitate the tracking of the material in the global supply chain 

(Figures 20 and 21). 

 

 

Figure 20: 100/200 mesh MIP (courtesy of Microtrace), showing layers and colour sequence without 
UV(left and middle) and under UV(right) (source: Alfred H Knight International). 

 
 

Figure 21: MIP bonded into coated layer of the crystal-clear lacquer (source: Alfred H Knight 
International).  

The MIPs were applied to a copper concentrate sample by mixing one-gram of 100/200 

mesh MIP sample with approximately 100 mL of Polyvine clear crystal lacquer and 50 mL of 

water. The mixture was applied using an atomising spray gun to ensure a homogenous 
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coverage. There was complete coverage of the samples surface area and good distribution 

of the MIP’s over the material. In addition, the application of the MIP’s with lacquer/water, 

allowed the MIP’s to bond with the material and remain on top of the exposed surface of 

the material contained in a hard lacquer coat. The MIPs, invisible to the naked eye, were 

detected using a ‘uvBeast’ UV torch light, which performed better than an infrared laser pen.   

The MIPs were also analysed using Interactive SEM-EDS, LA-ICP-MS and X-CT tomography. 

The results showed a range of metals and minerals to be present, some of which may not 

be favourable for inclusion in metal concentrates, either due to stakeholder requirements, 

or perception of their inclusion. 

It was concluded that further research is required to further characterise the MIPs. Their 

shape and composition are considered as potentially unsuitable for the application 

intended. However, these preliminary results and the experience gained, opens up the 

possibility of creating new MIPs that are better suited to the mining, minerals and metals 

industries applications, in terms of both material content and shape.  
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5 3D Printing 

5.1 Overview 
In this section we review the potential of 3D printing technologies for the manufacture of 

artificial tracking particles to be used for traceability, focusing on various stages in the value 

chains of lithium-ion rechargeable batteries and rare-earth magnets. 3D printing (also 

known as additive manufacturing) has been around in conceptual form for almost 50 years 

(Jones 1974) and in practical form for about 40 (Bagheri & Jin 2019). Jones (1974) described 

a method of ‘joyful three-dimensional doodling’. It encompasses a wide range of methods 

and technologies. These are united by the principal of adding material to the object being 

formed rather than subtracting material from a larger initial piece of material, as in most 

traditional manufacturing methods (Figure 22). For a large part of its history as a method, 

3D printing was considered most useful for either prototypes (hence rapid-prototyping as 

an additional alternative name) or high value, one-off or very low number customised 

objects in fields such as medical, aerospace, defence, oil and gas and motorsport etc. 

(Jordan 2019). However, recent developments and advances in machines, techniques, and 

software, have allowed it to move into the realm of ‘mass-customisation’ (Jordan 2019; 

Savolainen & Collan 2020). This was foreshadowed by Jones (1974) with his description of 

‘infinitely flexible mass production’. 

 

 
Figure 22: Differences between a) traditional subtractive manufacturing and b) additive 
manufacturing (source: Chen et al., 2020). 

 

‘Mass-customisation’ is where the numbers of items produced is less than full mass-

production. However, because the use of digital design and 3D printing means items can 

be rapidly iterated, customised, and produced without lost lead-time and costs, they can be 

produced in hundreds to tens of thousands and so can no longer be considered as the 

realm purely of prototyping or one-off/limited run production builds. Fully individualised 

and customised products such as shoes, sportswear, sports equipment and sports safety 

equipment, where detailed personal measurements and per-customer customisation are 

used, are areas of rapid 3D printing growth (Beiderbeck et al., 2020). This is also particularly 

the case for multiple small items, which with some 3D printing methods can be optimised 

for fitting the maximum number into the whole of the build volume, lowering per-part 

manufacture time and cost, yet can still be rapidly iterated, improved and customised 

(Garzaniti et al., 2018).  
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5.2 Advantages of 3D Printing 
In addition to the possibilities offered by full customisation of individual parts for 

prototyping, production, and mass customisation of production, as discussed above, there 

are a number of additional advantages that 3D printing has over traditional manufacturing 

methods (Ngo et al., 2018). In addition to full customisability, tooling cost can be reduced 

over many manufacturing types, since each new shape in moulding and casting processes 

requires a new set of tooling, even for minor changes. Complex near net shape (i.e., close 

to the desired final product) objects can be manufactured, which reduces the costs of 

finishing processes required. External and especially internal structures otherwise not 

possible with conventional manufacturing techniques can be achieved, allowing dramatic 

increases in efficiency and performance in some applications (Figure 23). In the case of 

tracking particles, this could include the ability to vary the external particle shape to allow 

experimentation to optimise the dispersion of tracking particles in various materials at 

different stages in the supply chains investigated in MaDiTraCe. Linked to this is the 

possibility of using digital 3D data from geological samples of minerals, ores in the supply 

chain to inspire the design of artificial tracking particles produced (the concept of geo-

inspiration, Butcher & Corfe 2021). The ability to spatially vary the internal microstructure 

allows site-specific mechanical, thermal, chemical or magnetic properties (Sofinowski et al., 

2022). Light weighting is a particular advantage in the aerospace industry, allowed by 

generative digital design and complex internal and external structures (Martinez et al., 

2022). The additive nature, leading to a reduction in waste, provides both environmental 

and cost advantages (Griffiths et al., 2016). 

 

 

Figure 23: Complex near-net shape metal 3D printed heat exchangers with internal structures 
unachievable via traditional manufacturing methods. Since the surface area to volume ratio and 
position of that surface area relative to air flow are critical in heat exchanger efficiency, 3D printing 
allows step change increases in performance over traditional heat exchangers (source: 
https://all3dp.com/1/better-heat-exchangers-with-additive-manufacturing/). 

5.3 Methods of 3D Printing 
According to the ISO/ASTM 52900:2021 document on additive manufacturing terminology 

(International Organization for Standardization [ISO], 2021), seven different process 

categories or principal methods of 3D printing exist (Figure 24): 
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• Binder jetting, where a liquid binder is applied to a bed of dry powder particles: 

metals, polymers, sand, gypsum, concrete and ceramics etc. (Ziaee & Crane 2019). 

• Directed energy deposition, where material (typically metals) is melted during 

deposition by laser/electron beam or plasma arc (Svetlizky et al., 2021). 

• Material extrusion, where polymer-based filaments or beads, or pastes of metals, 

ceramics, concretes, foodstuffs etc., are continuously extruded with or without being 

heated in or near the nozzle (Buswell et al., 2018; Nachal et al., 2019; Goh et al., 

2020; Ang et al., 2023). 

• Material jetting, where, similar to a 2D printer, material (resin, biological material) is 

sprayed as jets of tiny droplets from numerous nozzles and cured almost instantly 

with e.g., UV light (Gopinathan et al. 2018; Gulcan et al., 2021).  

• Powder bed fusion, where powder (principally polymers and metals, but also 

pharmaceuticals) is fused or sintered with energy from a laser or electron beam in 

layers, and new powder rolled over the top for the next layer (Bhavar et al., 2017; 

Bain 2019; Sing & Yeong 2020; Awad et al., 2021).  

• Sheet lamination, where paper, polymer or metal sheets are cut with lasers or cutting 

tools, and layered and bonded with welding or adhesives (Gibson et al., 2021). 

• Vat photo-polymerisation, where liquid photocuring resins in a vat (which may also 

contain ceramics or biomaterials) are cured with, typically, UV light produced and 

projected via various means (Bagheri & Jin 2019; Li et al., 2020; Oezkan et al., 2021).  

5.3.1 Range of Materials 
Of these seven principal methods, powder bed fusion and vat photo-polymerisation are the 

most common in industry, and material extrusion in education and home/hobby settings. 

Metal powder, polymer filaments, photopolymer resins and polymer powders were in 

descending order the largest market sectors by revenue in 2022, with polymer powders 

expected to grow to second by 2033 (Figure 25). The production of correctly sized and 

shaped particles for powder bed fusion 3D printing, is itself an increasingly rapidly growing 

industry and research area (Vock et al. 2019). These particles are mostly metal alloys 

(commonly of titanium, stainless steel, aluminium, and also cobalt-chrome and copper) and 

polymers (commonly nylon, TPU [thermoplastic polyurethane], polypropylene). In vat 

photo-polymerisation, the polymers are typically urethane dimethacrylate (UDMA), thiol 

monomers such as trimethylolpropane tris(3-mercaptopropionate) (TMPMP) or 

pentaerythritol tetra(3-mercaptopropionate) (PETMP), 3,4 epoxycyclohexane methyl or 3,4 

epoxycyclohexylcarboxylate (EPOX) (Bagheri & Jin 2019). For material extrusion, a wide 

range of polymers is commercially available, including polylactic acid (PLA), acrylonitrile 

butadiene styrene (ABS), polyethylene terephthalate (PET or PETG), thermoplastic 

elastomers (TPE) including thermoplastic polyurethane (TPU) and thermoplastic 

copolyester (TPC), nylon (also known as polyamide (PA)), polycarbonate (PC), acrylonitrile 

styrene acrylate (ASA), polypropylene (PP), polycarbonate ABS alloy (PC-ABS), polymethyl 

methacrylate (PMMA), polyether ether ketone (PEEK) etc. (Dey et al. 2021). However, each 

of these principal methods of 3D printing, and the other four less common methods, allow 

for a wide range of materials and composites of multiple materials. Many metals and metal 

alloys are printable from powdered material beyond the standard titanium, steel and 

aluminium (Vock et al., 2019). Ceramics are perhaps the most common of these, with a wide 

range of decorative and technical ceramic materials printable via a number of different 

techniques (Chen et al., 2019). Construction materials include concrete (Buswell et al. 2018) 

and concrete replacements such as alkali activated geopolymers (Panda et al., 2017), and 
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can include supplementary materials (Nodehi et al., 2022). Polymer composites with 

reinforcement materials such as carbon or glass fibres to improve the material 

characteristics are also commonly used (Sanei & Popescu 2020; Monticeli et al., 2021). 

Similarly, minerals can be incorporated into 3D printed composites or directly printed (Gao 

et al., 2021; Raut et al., 2021; Tumer & Erbil, 2021; Wen et al., 2021; Zhao et al., 2023).  

 
 

Figure 24: The seven principal methods of 3D printing, as defined in the ISO/ASTM 52900:2021 
document on additive manufacturing terminology (source: ISO, 2021; de Pastre et al., 2022). 
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Complying with the requirements of the cobalt, lithium, graphite and rare earth element 
material value chains, and the stakeholders in the various steps of these value chains in the 
MaDiTraCe project, is potentially a difficult challenge. This is because of the problems with 
contamination due to the inclusion of materials in tracking particles (cf. subchapter 3.2), 
which may not be acceptable to the minerals and metals industries, either because of the 
materials involved or the perception of their inclusion. However, the wide range of materials 
available and previously 3D printed with should allow these issues to be overcome. 
Similarly, the ability to potentially 3D print with metals, minerals and composites with similar 
composition to the materials being traced, at some or all of the steps in their value chains, 
is a good reason to explore the use of this technology for material traceability in lithium-ion 
battery and rare earth element magnet production. 

The durability requirements for producing tracking particles are somewhat uncertain, 
because it is currently unknown how early and how far along the value chain such particles 
will be needed. The results from isotopic fingerprint studies in other work packages within 
MaDiTraCe will help to clarify this, as will the questionnaire developed within this work 
package. Whether particle shape, the properties of additional included tracking materials, 
or both need to be retained, and for how many stages of the value chain, will also be 
investigated. The durability will be determined by the 3D printing materials and method 
used, the nature of any additional tracking materials added, and the processes the particles 
go through, some of which may involve high temperatures or strong chemical processing. 
Since the range of materials for 3D printing listed above ranges from basic polymers 
through technical polymers and metals to technical ceramics, it is likely that the base 3D 
printing material at least can be chosen to fulfil the durability requirements.  
 

5.3.2 Size Range 
3D printing can be used to make objects over a wide size-range, from cars, boats, and entire 

multi-story buildings down to the nano-scale (Figure 26). Different technologies and 

materials are suitable for the different scales. At the largest scale, meters, tens and hundreds 

of meters, 3D printed construction of buildings is accomplished using material extrusion 

from nozzles guided by either industrial-scale robotic arms or gantry installations, using 
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Figure 25: Size of the 3D printing materials market by revenue in 2022 (source: Dadhania, 2023). 
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concrete or concrete-like materials (Buswell et al., 2018; Buswell et al., 2022). Compared to 

other combinations of methods and materials, such 3D printing allows only a more limited 

range of 3D objects and geometries due to the material properties of the concrete or other 

cementitious materials, principally its setting time. Polymer printing has also been 

accomplished at large scale, using either the same industrial-scale robotic arms as used in 

concrete printing, oversized versions of existing polymer 3D printing machines, or gantry 

installations (Shah et al., 2019; Pignatelli & Percoco 2022). Wire arc additive manufacturing 

(WAAM) allows medium-large scale metal 3D printing, but frequently requires additional 

machining and surface finishing due to the relatively large scale of the wires used (Rodrigues 

et al., 2019). Sheet lamination can also be carried out at a medium-large scale (Gibson et 

al., 2021). The other major 3D printing techniques are generally at small-medium scale, from 

the millimetres to tens of centimetres range for final objects and with resolutions of tens of 

microns to millimetres. While each of these has also been adapted for micro- and/or nano-

scale 3D printing with resolutions in the single micrometre or tens to hundreds of 

nanometres range, additional methods such as two-photon polymerization (TPP), aerosol 

jet printing and electrohydrodynamic printing (EHDP) have particular benefits when printing 

at such small scale (Mao et al., 2017; Lin et al., 2023). 

Similarly to the wide range of materials available for 3D printing with, the wide range of 

scales potentially allows for the tailoring of tracking materials produced by 3D printing for 

the MaDiTraCe project to the required scale, be it larger scale for single identification plates 

for materials in transit or storage, or the micro- or nano-scale for artificial taggant particles 

for in-material tracing and fraud protection. 
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Figure 26: Size range of 3D printed objects. a) One of the largest 3D printed buildings, printed using 
concrete material extrusion with local materials as aggregate. b) 3D printed boat, printed using 
polymer material extrusion. c) 3D printed wind turbine blade mould, printed using polymer material 
extrusion. d) One of the largest 3D printed pressure chambers, approximately 1.5m tall, printed using 
metal WAAM. e) 3D printed ‘benchy’ boat benchmark print, printed using two photon 
polymerization, total length approximately 50 micrometres (source: Doherty et al., 2020). 

5.3.3 Prior Examples of Tracing and 3D Printing 
There is literature already published that examines 3D printing in the context of traceability, 

though it is primarily focused on modifying 3D printed components to allow their tracing 

and as protection against counterfeiting (Chen, F. et al., 2019; Sola et al., 2021; Trinchi and 

Sola 2023) rather than specifically manufacturing tracer objects via 3D printing. Concepts 
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range from the relatively simple to the more complex. As above, most are designed around 

the requirement to be able to track and identify 3D printed parts themselves, though some 

of the techniques used could be adapted for tracking material flows in the battery and rare 

earth magnet supply chains in the MaDiTraCe project (Table 8). 

 

Table 8: Summary of new 3D printable tracking technologies. 

3D printing tracing 
method 

Advantages Disadvantages 
Potential 
Application in 
MaDiTraCe 

2-photon 
polymerization with 
subsurface 
photoluminescent 
quantum dots  

Sub-micron scale of 
encoded 
information 

Polymer material 
may not be 
sufficiently durable 

Encoding large 
information 
amounts into small 
particles subsurface 

Aerosol jet 3D 
printing of 
microscale 
luminescent 
europium-doped 
yttrium oxide 
nanospheres 

Easy surface 
encoding of large 
information 
amounts 

Encoding on 
particle surface may 
not be durable, 
resolution may not 
be sufficiently small 

Surface encoding of 
large 
particles/tracking 
tags for bulk bags 
etc 

Photoluminescent 
and 
mechanoluminescent 
ZnS/CaZnOS-based 
ceramics 

Durability of 
ceramic material, 
dual detection 
(photo- and 
mechano-
luminescence) 

Particle size 
currently too large 

Tracing through 
processes requiring 
durability, inline 
particle detection 
during grinding 

Material jetting 
nanoscale quantum 
dot random 
distribution 

Low concentration 
fluorescence 
detection 

Polymer material 
may not be 
sufficiently durable 

Addition to more 
durable 3D printed 
particles 

Multi-material metal 
magnetic encoding 

Entirely internal 
information 
encoding 

Magnetism may be 
undesirable for 
some value chains 
and processes 

Metal printing of 
particles for 
durability and 
matching materials 
being traced 

Rare earth element 
inclusion in multiple 
3D printing methods 

Easy detection at 
low ppm amounts 

Rare earth elements 
may be undesirable 
for some value 
chains and 
processes 

Addition to other 
3D printed 
materials at low 
concentrations 
allows multiple 3D 
printing methods to 
be considered 

Crystallographic 
texture control of 
metal and polymer 
3D printed materials 

Fully dense, 
internal, single 
material data 
encoding 

More complicated 
detection methods 
required 

Internal data 
encoding using 
relatively simpler 
3D printing 
methods 
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Radio-frequency identification (RFID) tags have been embedded into golf balls using 3D 

printing (Kantareddy et al., 2017). In medicine, patient-specific targeted drug delivery was 

explored using 3D printed ‘intelligent implants’ combining local drug delivery devices with 

RFID technology. Passive RFID tags can be used to encode patient specific information that 

can be used to identify the presence of an implant and the details of the drug delivery it is 

facilitating. Four methods of 3D printing were studied, namely material extrusion, vat photo-

polymerisation, binder jetting and powder bed fusion (Akmal et al., 2018). In the food 

packaging industry, optical barcodes were transformed into RFID tags using 3D printing so 

that both techniques can be used in parallel (Catarinucci et al. 2020). In the pharmaceuticals 

industry, traceability was investigated using 2D inkjet printing to print QR codes onto 3D 

printed drug loaded tablets (Trenfield et al., 2019). 3D printed chipless RFID tags were 

produced using polymer material extrusion, relying on information encoded in inner voids 

of the tag that is retrieved via a plane wave interrogation system that provides energy that 

is scattered back to the reading system (Terranova et al., 2020). Two-photon polymerization 

3D printing incorporating photoluminescent nitrogen-doped carbon quantum dots below 

the surface of a tag enabled sub-micron scale patterned fluorescent information encoding, 

visible under UV illumination (Jaiswal et al., 2021), see Figure 27. Binary digits were encoded 

on the surface of 3D printed drug tablets manufactured via material extrusion (by varying 

the layer thickness of internal layers of the print) and detected using a flatbed scanner 

(Windolf et al., 2022). 

 

 
Figure 27: Two-photon lithography/two-photon polymerisation printing of sub-surface 
photoluminescent nitrogen-doped carbon quantum dots (source: Jaiswal et al., 2021). 

 

Castings made using the nobake sand casting process were modified using material jetting 

produced 3D printed codes to embed the information on the cast surface via direct part 

marking (Desavale et al., 2022). In the food industry, the use of 3D printing in food 
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traceability was explored using the infill of 3D printed food items to create data-embedding 

patterns within the food using airspace and/or secondary consumable materials, and 

decoding of the data using backlight illumination (Punpongsanon et al., 2022). Aerosol jet 

3D printing has been used to create microscale luminescent patterns of europium-doped 

yttrium oxide at relatively low temperatures, suitable for traceability and anti-counterfeiting 

use via photoluminescence spectral analysis (Lin et al., 2023), see Figure 28. 

Photoluminescent and mechanoluminescent ZnS/CaZnOS-based ceramics were 3D printed 

using vat photopolymerisation, such that both irradiation and mechanical force result in the 

objects producing luminescence, with possible applications to anti-counterfeiting 

mentioned (Wang et al., 2023), see Figure 28. 

 

In the identification and tracking of 3D printed parts, nanoscale quantum dots were added 

as suspensions in photopolymer materials using material jetting. These were detected at 

low concentrations when embedded within three dimensional objects using fluorescent 

microscopy, and their microscale random distribution used as the authentication data 

(Ivanova et al., 2014). This random distribution represents physical unclonable functions 

(PUFs) (Arppe & Sørensen, 2017), as outlined in section 4.2.3.9 above. Chemical taggants 

have been incorporated into directed energy deposition 3D printed objects using a multi-

material system, and detected using X-ray fluorescence spectroscopy (Flank et al., 2017). 

Air pockets introduced internally within 3D printed objects such that they are invisible by 

eye but visible via computational imaging were used for encoding information (Li et al. 

2017).  

Quick response (QR) codes have been introduced internally in 3D printed components 

produced by powder bed fusion by incorporating multiple metallic materials in one object, 

j 

k 

l 

m n 

Figure 28: (a-i) Photos, UV luminescence images, and SEM images of aerosol jet 3D printed 
nanospheres, with g-i deposited at higher temperatures than a-f and producing predominantly 
spherical and highly luminescent nanosphere structures (source: Lin et al., 2023). (j-n): 
Photoluminescent and mechanoluminescent ZnS/CaZnOS-based 3D printed ceramic spheres; j – 
photo, k - 290nm photoluminescence, l – 339nm photoluminescence, m – photo of spheres in plastic 
ball, n – mechanoluminescence of spheres agitated inside plastic ball in dark (source: Wang et al., 
2023). 
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in this case copper alloy within a stainless-steel object. Surface temperature, 2D X-ray 

imaging and X-ray fluorescence were used to identify the codes within the printed objects 

(Wei et al. 2018), see Figure 29. In a separate study, QR codes were embedded into parts 

using contrasting materials or materials and air. The QR code was printed internally, and 

split across multiple layers of the print, using a range of 3D printing techniques including 

material extrusion, material jetting and powder bed fusion. X-ray Computer Tomographic 

(XCT) imaging was used to scan the code non-destructively inside the 3D printed object 

(Chen et al. 2018). The internally printed QR code was subjected to further obfuscation by 

increasing the number of print layers it was spread across (up to 23), increasing the number 

of parts it was split into (up to 191), rotating the code to a plane not normal to the build 

plate, and further obscuring by incorporating a second false QR code at a conventional 

orientation (Chen, F. et al. 2019). Layer thickness was varied for small internal regions of 

material extrusion 3D printed objects, in order to produce a binary encoding pattern on the 

surface (Delmotte et al. 2019). Optical barcodes within 3D printed objects made with 

polymer material extrusion and vat photopolymerisation techniques were simulated and 

printed for complex, non-trivial shapes (Maia et al. 2019). 

 

 
Figure 29: Multi-material powder bed fusion 3D printing of internal QR codes. (a-c): schematic of 

three levels of concealment (none, partial, full). (d-g): optical and X-ray images of none-concealed 

and fully concealed samples (source: Wei et al. 2018). 

 

QR codes were embedded internally within polymer material extrusion 3D printed objects 

such that they could be read when light was shone through the object (Gultekin et al. 2019). 

Bar codes were embedded into 3D printed titanium medical tools using the powder bed 
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fusion method, representing cavities containing non-molten titanium powder. These were 

read using three methods, eddy current measurements generally used for crack detection 

in metal products, ultrasonic imaging and X-ray computer tomographic imaging (XCT), 

which would likely also allow in vivo imaging of the embedded code if the titanium object 

is an implant (Matvieieva et al. 2020). Randomly generated volumetric porous structures 

were randomly defined internally in 3D printed stainless steel components manufactured 

using powder bed fusion, leading to density differences that could be imaged using eddy 

current reading. These again represent physical unclonable functions (PUFs). Similarly, 

magnetic permeability was modified using multi-material directed energy deposition 3D 

printing of magnetically soft low carbon steel and paramagnetic steel, again producing 

differences that could be identified using eddy current reading (Eisenbarth et al. 2020), see 

Figure 30. The use of magnetic property grading in 3D printed components for coding 

information has been investigated. Using direct energy deposition 3D printing of non-

magnetic 316L stainless steel, regions of ferromagnetic 430 or 17-4PH stainless steels were 

embedded. Magnetic flux normal to the object surface was recorded as an intensity map, 

and it was suggested that magnetic barcodes or QR codes embedded could be placed 

within the 3D printed object using these techniques (Salas et al. 2022), see Figure 31. 

 

 

Figure 30: Magnetic permeability differences in directed energy deposition multi-material steel 3D 
printing revealed by eddy current reading. Grid can be used for comparison and individual coding 
(source: Eisenbarth et al. 2020). 
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The inclusion of particles including rare earth elements in 3D printing materials at parts per 

million levels, for detection via optical spectroscopy, has been applied to a wide range of 

3D printing techniques (Doyle 2022). Linear barcodes and 2D QR codes were embedded 

into powder bed fusion 3D printed 316 L stainless steel objects by altering the local 

solidification conditions, allowing control of crystallographic texture, the size of constituent 

crystal grains, their lattice orientations and phases. Detection is via directional reflectance 

microscopy. These were the first fully dense bar/QR codes embedded into a single alloy – 

previous work required either pockets of porosity, with potentially detrimental effects on 

the mechanical strength of the object, or multiple materials (Sofinowski et al., 2023), see 

Figure 32. One study aimed to control the degree of polymer crystallinity in material 

extrusion 3D printing by varying printing parameters such as extrusion temperature, build 

plate temperature and position in the sample measured, such that it could be measured 

using differential scanning calorimetry to determine if the object had the degree of 

crystallinity planned for its manufacture (Cox et al., 2023). 

 

Figure 31: Ferromagnetic multi-material steel directed energy deposition 3D printing of internally 
coded information. a) Schematic for MBC’s – magnetic band composites of non-magnetic 316L and 
magnetic 430 steel. b) Schematic for MPC’s – magnetic pattern composites. c)-e) magnetic flux (upper) 
and iron filing (lower) patterns for MPC’s on c) surface, d) 1mm embedded below surface, and e) 1.5mm 
embedded below surface (source: Salas et al., 2022). 

Figure 32:  Single material powder bed fusion fully dense 3D printed 316 L stainless steel QR and bar 
codes via crystallographic texture. (a) optical scanned QR code, (b) directed reflectance microscopy 
QR code, (c) optical scanned barcode, (d) directed reflectance microscopy barcode, (e) electron 
backscatter diffraction patterning of data blocks/bits within QR code showing varying crystal grain 
textures and orientations (source: Sofinowski et al. 2023). 

(e) 
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6 Conclusions 

Artificial taggants use chemical or physical properties to track commodities within global 

commodities supply chains. Originally, taggants were developed in the 1970s, as an 

additive in explosives to serve as an identification taggant to track the sale of undetonated 

explosives. This technology has become further advanced since the 1980s and developed 

by organisations such as 3M Corporation and Microtrace Solutions LLC.  

Taggants are used for brand protection and anti-counterfeiting purposes. The presence or 

absence of the taggant could alert attention or provide evidence in the event of a crime 

such as theft, adulteration or substitution. A range of taggants are now commercially 

available for the property marking of valuable items (e.g., vehicles and electronics), anti-

counterfeiting (e.g., currency, clothing and pharmaceutical), tracking (e.g., hazardous 

chemicals, drugs and explosives) and monitoring (e.g., vehicles and watches). 

Taggants technology is highly variable and complex and includes: inks and dyes, micron-

sized SU8 (epoxy based negative photoresist) barcodes, cadmium selenide (CdSe), 

quantum dots (QDs) deposited onto sunflower pollen grains, silicon based photonic crystal, 

inks containing dispersed CdSe spheres, gold nanoparticles (AuNPs), silver nanoparticles 

(AgNPs), oxidised indole derivative on silicon nanoparticles (SiNPs), lanthanum-doped up-

conversion nanoparticles (UCNP), physical unclonable functions (PUF) keys, carbon 

nanotubes (CNTs) and deoxyribonucleic acid (DNA).  

Unfortunately, there are no existing taggants that might be directly applicable to 

MaDiTraCe, due to costs, the inclusion of components, which may not be acceptable to the 

minerals and metals industries, either because of the materials involved or the perception 

of their inclusion, insufficient data or complex and impracticable detection procedures. As 

such, existing taggant particles would have to be adapted or an entirely new artificial 

taggant particle developed. Potentially, silicon from gramineae plants (e.g., rice husks, 

sugarcane bagasse and wheat straws) could be altered into SiNPs (4 nm), exhibiting strong 

fluorescence under microwave radiation. This is recommended for experimental research 

for the MaDiTraCe project owing to its low-cost synthesis, abundance and easy accessibility. 

In addition, the technology outlined by PUF keys also warrant further investigations for the 

MaDiTraCe project. Further experimental work is also recommended on existing artificial 

taggant particles, including for example ‘Microtaggant® Identification Particles (MIP)’ 

produced by Microtrace Solutions, in the USA and artifical taggant particles produced by 

Tailorlux GmbH, in Germany. This research could identify the chemical composition and test 

the impact of size, geometry, morphology on dispersion to ensure a homogenous coverage 

and their detectability.  Based on material availability and upstream supply chain 

information, we want to concentrate on Co supply chains during the R&D phase. 

MaDiTraCe artificial taggants are envisaged to be: inert, free from metals that are forbidden 

or restricted in the minerals and metals industries, possess a high encoding capacity, non-

toxic, non-radioactive and, easily and cost-effectively detectable.  

A wide range of properties and advantages of 3D printing exist over traditional 

manufacturing including, (a) customisation and mass customisation of products, (b) 

complex internal and external structures otherwise not possible, (c) wide and growing range 

of size scales, (d) wide and growing range of materials, (e) reduced weight and waste, both 

with cost and environmental advantages. In terms of tracking and tracing, there is a 
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moderate, but growing literature detailing various methods, both for the tracking of 3D 

printed objects, and (less commonly) of using 3D printing for manufacture of tracking 

particles or objects to be applied in other industries. Some of these methods borrow 

materials and techniques from existing tracking methods, while some are unique to 3D 

printing due to the methodological requirements. Particles could also be produced with 

shapes designed for optimal dispersion in various levels of the minerals supply chain, a 

consideration no existing tracking particles have been produced with in mind. Certainly, 3D 

printing of materials, partially or wholly matching those being traced, and likely in 

combination with other tracking materials and techniques, holds promise for producing 

tracking particles for the kinds of multi-material and multi-stage tracking required in the 

lithium-ion battery and rare earth magnet supply chains being investigated in MaDiTraCe. 
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8 Appendices 

8.1 Appendix I: MaDiTraCe Questionnaire 
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8.2 Appendix II: Photolithography or Photochemical 

Machining 
 

The geometry of the particle and pattern needed to be produced is drawn using a CAD 

software and printed onto a photographic film (silver halides or di-azo films). A light sensitive 

material (photoresist) is layered onto the substrate. The pattern is applied onto the surface, 

this helps ensure the unmasked regions are exposed to light.  

There are two kinds of photoresist processes that take place: positive photoresist and 

negative photoresist. In the case of the former, the photo-sensitive material becomes 

degraded by light and the developer, which was used to coat over it, dissolves away the 

regions that were exposed to light (Figure AIII.1). This leaves behind a coating where the 

mask was placed. In case of the latter, strengthening through polymerisation or crosslinking 

takes place by usage of light. The developer dissolves away only the regions that were not 

exposed to the light. This leaves behind a coating of the areas where the mask not placed.  

 

 
Figure AIII.1: Photolithography procedure (Rao et al., 2004). 
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8.3 Appendix III: Stokes shift and Anti-Stokes shift 
 

When there is a spectral shift in photonic energy from high to low between an incident and 

emitted light source respectively, it is termed as Stokes Shift. The shift extent depends on 

the fluorophore. More polar solvents produce larger shifts. Anti-Stokes Shift is the opposite 

of Stokes Shift (Figure A.V1).  

 
Figure AIV.I Wavelength increase in Stokes Shift Hines, M. A., & Guyot-Sionnest (Research Gate, 

2023)  

There are three types of fluorescence possible: Downshifting (DS), Upconversion (UC), and 

Downconversion (DC). DS luminescence absorbs a photon with high energy and emits a 

lower energy photon. UC converts two or more photons with low energy into one high 

energy photon. UC luminescence therefore exhibits Anti-Stokes Shift. UC has been greatly 

used in bio-imaging, sensing devices, light harvesting using solar cells and cancer 

treatment. DC absorbs one photonic energy and emits two or more photons. Upconversion 

consists of three (1,2,3) energy states. Initially, electron resides at the 1st state. On absorption 

of 1st photon, electron is excited to an intermediate 2nd stage. On absorption of 2nd photon, 

excitation to the 3rd stage takes place. The electron relaxes back (a certain initial phononic, 

non-radiative energy is released) to the 1st state, the released photon has higher energy 

than both the initial incident photons (Figure AV.2). 

 
Figure AIV.2: (left) sequential energy transfer in UC, and (right) excited state absorption UC 

(Edinburgh Instruments, 2023). 

Conditions required for UC to take place include the following: 

1. The 2nd electronic orbital stage has to be sufficiently long-lived, and 

2. photon flux must be high enough such that a 2nd photon is absorbed prior to 

relaxation of 1st photon from state 2. 
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8.4 Appendix IV: Photoluminescence 

 

The energy absorbed from incident light helps excite electrons to higher energy orbitals 

(Figure AIV.1). On relaxing back to the lower orbital, the electron emits energy in the form 

of photons producing luminescence. Photoluminescence is of two types (Table AV.1). 

 
Table AV.1: Fluorescence and phosphorescence difference. 

Fluorescence Phosphorescence 
Occurs for the duration light energy is 
incident on the material. 

Continues to generate luminescence for 
a period even after removal of light 
source. 

The spin angular momentum of a molecule at its ground state is 0 since all orbitals are filled, 

therefore all electron spins are anti-parallel. When the electron is excited from highest 

occupied molecular orbital (HOMO) to lowest occupied molecular orbital (LUMO), there 

exists 2 unpaired electrons. The new excited electron can have the following states (Figures 

AIV.2 and AIV.3): 

1. Singlet (s1): Owing to electron selection rules, electrons cannot change their spin 

orientation (s=0). Hence, the number of degenerate states = 2s + 1 = 2 [(1/2) + (-

1/2)] = 1. 

2. Triplet (T1): If the electron has parallel spin, s=1. Number of degenerate states = 3.  

 

 
Figure AV.1: Electron excitation (Hickman, 2017). 

In fluorescence, while going through vibrational relaxation, non-radiative energy is released 

initially followed by photonic energy on reaching the lowest energy in s1 stage. It is only 

found in atoms or molecules with distinct energy gap between s0 and s1.  
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Figure AV.2: Electronic states (Hickman 2017). 

 

 

Figure AVV.3: Fluorescence (left) and phosphorescence (right) energy diagram (Hickman 2017). 

In phosphorescence, both unpaired electrons end up having the same spin. There exist 4 

states in total: s0, s1, s2 and T1 which lies between s0 and s2. The release of energy through 

vibrational relaxation and internal conversion while maintaining the same spin remains the 

same here, but only until the s1 state is reached. Intersystem crossing (ISC) occurs since 

the T1 state is energetically more favourable than the s1 state. It is associated with a spin 

reversal from singlet to triplet. ISC is forbidden due to “spin-orbit coupling”.  


